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Onpenenenus

B HacrosmIeM JOKYMEHTE HWCIOIB3YIOTCS CleIyIoluMe TEpMHHBI H  HX
onpee/IeHH:

ABTOMATH3HPORAHHASI CHCTeMa — CHCTeMa, COCTOsIIas W3 TepcoHala H
KOMILIEKCa CpeacTB ABTOMATU3AllMH ero AesATeJbHOCTH, pealu3ylollas
MH(GOPMALMOHHYIO TEXHOJIOTHIO BBIITOIHEHHUS YCTAHOB/ICHHBIX GyHKIHH.

AyTenTHpHKAUMS OTOPaBHTEJAsl AAHHBIX — TMOATBEPKACHHE TOrO, HTO
OTNPABHTENb MOTYYEHHBIX JAHHBIX COOTBETCTBYET 3a5ABICHHOMY.

Be3onacHOCTh MNEPCOHAJBbHBIX JAHHBIX — COCTOSHHE 3AUIHIICHHOCTH
MepCOHANBHBIX  JaHHBIX,  XapakTepH3yemoe CnoCOOHOCTBIO  TIO/Ib30BaTENIeH,
TeXHHYECKUX CpencTB %1 WH(GOPMALIMOHHBIX ~ TEXHOJIOTHH obecnevuTs
KOH(DHIEHIMATbHOCTD, LEJOCTHOCTh W JOCTYMHOCTh MEPCOHANBHBIX NaHHBIX NPH HX
o6paboTke B MHGOPMALMOHHBIX CHCTeMaX MePCOHATBHBIX TaHHBIX.

BJoKHpOBaHHEe MEPCOHAIBHBIX [AHHBIX — BPEMEHHOE MPEKPAIICHHE cbopa,
CHCTEeMAaTH3alliM, HAKOIUIEHHs, HCIOIb30BaHus, PacnpoCTPaHEHHA MEPCOHATIBHBIX
IaHHBIX, B TOM YHCIIE UX Nepeaaqu.

Bupyc (KOMNbIOTepHbIH, NPOrpaAMMHbIH) — HCIOJIHAEMBIN MPOrpaMMHBIH KOJ
WM WHTepHpeTHpyeMblii  Habop  MHCTPYKLHWH, obsagaromuii  CBOMCTBaMH
HeCaHKIMOHHPOBAHHOIO pPacnpOCTPaHeHUs! M CaMOBOCIPOM3BEICHHA. Co3nanHble
ny6IMKaThl KOMITBIOTEPHOTO BUPYCa HEBCETa COBNANAIOT C OPHIMHAIOM, HO COXPAHAIOT
crIocOOHOCTH K NajIbHENIIIEMY PacpOCTPAaHEHHIO H CAaMOBOCTIPOU3BEICHHIO.

BpeaoHocHasi NporpaMma — nporpamMma, peiHasHa4eHHas s OCyeCTBACHHA
HeCaHKIIMOHUPOBAHHOTO J0CTYyTA Y (MJIM) BO3AEHCTBUA HA MEPCOHA/IBHBIC JaHHBIC HIH
pecypchl HHYOPMAIMOHHON CHCTEMBI MEPCOHANBHBIX JaHHBIX.

BenomorareiibHble TEXHHYECKHE CPeIcTBA H CHCTeMbl — TEXHHYECKHE CPE/ICTBa
1 CHCTEMBI, He TIpeIHa3HayeHHbIe 1 nepeads, 00paboTKU ¥ XpaHeHHs MepCOHATBHBIX
JAHHBIX, YCTaHAB/IMBaeMble COBMECTHO C TEXHMYECKHMH CpEACTBaMH H CHCTEMaMH,
NpefHa3HAYEHHBIMA UIS 0OpabOTKH MEepCOHANBHBIX JAHHBIX HIH B NOMELICHHAX, B



KOTOPBIX YCTaHOBJIEHB! HH()OPMALIMOHHbIE CHCTEMBbI [IEPCOHATBHEBIX JaHHBIX.

JlocTyn B ONEpallHOHHYHK cpeay KommnbioTepa (HHGOPMAUHOHHOH CHCTEMBI
NepCcoHaIbHbIX JaHHBIX) — MOTy4YeHHEe BO3MOXKHOCTH 3alTyCKa Ha BBINOJTHEHHE IITATHBIX
KOMaH, (DYHKUMH, NMPOLELYp ONEepalMOHHOH CHCTEMBb! (YHHUTOXKEHHMs, KONMMPOBaHMI,
nepeMeIleH s 1 T.11.), HCIIOHAEeMBIX (DaiI0B MPUKIAJAHBIX MPOrPaMM.

Jdoctyn Kk HHGOpPMANHH — BO3MOXKHOCTH TIONYy4YeHUS MHQOpMALMH H ee
UCITONTB30BaHUS.

3ak/Ial04HOe YCTPOHCTBO — JIEMEHT CpeAcTBa ¢cheMa HHGOPMAalMH, CKPHITHO
BHEJPAEMBIH (3aKiIaabiBaeMblii WM BHOCHMBIH) B MecTa BO3MOXKHOIO cheMa HH(opMaiuu
(B TOM 4HCIe B OrpaxiaeHue, KOHCTPYKLMIO, 0DOpyHOBaHHE, MpeaMEThl HHTEphepa,
TPAHCIIOPTHBIE CPENCTBa, a TAaK)Ke B TEXHHUYECKHE CpeJICTBa U CUCTEMBI 00paboOTKH
HHpopMaLuH).

Bammimaemass HHpopMauus - uUHGOpMaUMsA, ABIAIOWIAICT  [PEAMETOM
COOCTBEHHOCTH M TMOAJIeXalas 3alluTe B COOTBETCTBMHM ¢ TpeOOBaHUSMH TNPaBOBBIX
JIOKYMEHTOB MJIM TpeOOBaHUSIMH, yCTaHABIMBaeMbIMH COOCTBEHHUKOM HH(OPMaLIUH.

HUnenTHdukauus — [pUCBOeHHMe CcyObeKTaM H  o0BeKTaM  JocTyna
uaeHTHOUKaTOpa W (WIIH) CpaBHEHHE NPeABABISEMOro HIACHTH(HUKaTOpa C TEpevYHEM
MPUCBOCHHBIX HIEHTH(PUKATOPOB.

HUudopmaTuBHbIH  CHIrHAJ  —  JJIEKTPHYECKHE  CHTHANBI,  aKyCTHYECKHe,
3JIEKTPOMArHUTHBIE U ApyTHe (H3UYEecKHe MOJs, M0 rnapamMerpaM KOTOPBIX MOXeT OBITh
pacKpeITa KOH(pHAeHIMaNbHas HHGopMalus (mepcoHalbHble JaHHble), oOpabaTeiBacMas B
MH(POPMaLIMOHHON CHCTEME ITePCOHATBHBIX JaHHBIX.

Wudopmaunonnass cucrema mnepcoHajabHbix aanubix (MCIIAw) -
uH(pOpPMAaLIMOHHAs CHCTeMa, IpeACTaBIAomas Co00H COBOKYMHOCTH MNEPCOHATIBHBIX
NaHHBIX, ComepKaliMxcsi B 0a3e MaHHBIX, a TakkKe MH(MOPMAIMOHHBIX TEXHOJIOTHH M
TEXHUYECKHX CPEACTB, MO3BOJSIOIMX OCYIIECTBIAATE 00padoTKy TaKuX IepCOHAIbHBIX
J@HHBIX C MCIOJB30BAHUEM CpEeICTB aBTOMaTH3alMHM UK 0e3 UCNONb30BaHMs TaKHX
CPEICTB.

HudopmanHoHHbIe TEXHOJIOIHH — NPOLIECCHl, METOBI OKCKa, cOopa, XpaHEeH!s,
00pabOTKH, TpeJOCTaBleHHs, paclpocTpaHeHuss HMHGOpPMAUMH M CHOcoObl
OCYLIECTB/ICHHS TAKUX MPOLECCOB U METO/I0B.

Hcnoab30BaHHe MNEPCOHAJBHBIX JAaHHBIX — JIEHCTBHUA (omepaumu) C
MepCOHATBHBIMHU JIaHHBIMH, COBEpILIaeMble ONIepaTOpPOM B Lie/IAX NPUHATHA PELUCHHHN WK
COBEpIICHHMsS  HWHbBIX JAEHCTBUH, NOPOXKAAOIMMUX HOPHIAHYECKHE [IOCIEICTBHA B
OTHOILIEHUH CyOBbeKTa MepCOHAIBHBIX JAHHBIX WM APYTHX JUI 1400 HHBIM oOpa3oMm
3aTparuBalOLIMX MpaBa U cBOOO bl CYOBEKTA NMEPCOHANBHBIX JaHHBIX MIH APYTHX JIHIL.

Hcerounuk yrpo3sl  Oe3omacHoctH  uHpopmaumu — cyOBekT JocTyma,
MaTepUaTBbHBIH O0OBEKT WIIH (H3UYeCKOesBICHHE, SAB/SIOLIMECs PHYHHON BOSHUKHOBEHHS
yrpo3bl 6e30MacHOCTH HH(OPMALIH.

KonTponupyemasi 30Ha — IPOCTPAHCTBO (TEPPHUTOPHA, 3[aHHE, YacTh 3[aHHsA,
MOMeLLeHHE), B KOTOPOM MCKITFOYE€HO HEKOHTPOJIHpyeMoe npedbiBaHue NOCTOPOHHUX JIUL,
a TaK)ke TPaHCMOPTHBIX, TEXHUYECKHUX U MHBIX MaTePHAIBHBIX CPEJICTB.

KonduaeHuHaIbHOCTh NMePCOHANBHBIX JaHHBIX — 00s3aTenbHoe Ul COOTOIEHUS
OIepaTopoM HJIM MHBIM MOJYYMBIUMM JIOCTYIl K TEPCOHANBHBIM [JaHHBIM JIHIIOM
TpeGoBaHHe He JONMYyCKaTh MX pacrnpocTpaHeHHe 6e3 cornacus cyObeKTa MepcOHaTBHBIX
JaHHBIX WX HATHYUA HHOTO 3aKOHHOIO OCHOBAHMSL.

MexceTeBoii 3KpaH — JIOKaubHOE (OZHOKOMIIOHEHTHOE) WM (YHKIMOHAIBHO-



pacmpeieieHHOe  MpOrpamMMHOe  (NMporpaMMHO-aNTapaTHoe)  CPeACTBO  (KOMILIEKC),
peanu3ylollee KOHTPOIIb 3a HH(popMaLHei, nocTynatIled B HHPOPMALIMOHHYIO CHCTEMY
MepPCOHANIBHBIX AaHHBIX M (WIH) BEIXOAALIEH U3 HHPOPMALIMOHHON CHCTEMBI.

Hapymutenn 0e30nacHOCTH NEPCOHANBHBIX AAHHBIX — (QH3MYECKOE JHLIO,
CIIy4aifHO WM MpeIHaMEPEeHHO COBepluarollee AeHCTBUS, CIEICTBHEM KOTOPBIX SIBJIAETCS
HapylleHHe 06e30MacHOCTH MEePCOHAIBHBIX [aHHBIX NPH HX 00paboTKe TeXHHYECKHMH
CpelcTBaMH B MHQOPMALIMOHHBIX CHCTEMAaX NMepCOHANBHBIX IaHHBIX.

HeasromaTH3upoBanHast o0padoTka NepcoHaJbHBIX JaHHBIX — 00paboTka
MIePCOHAJIbHBIX JaHHBIX, CO/lep/KaluXcsl B MHQOPMALMOHHON CUCTEME INEePCOHATBHBIX
NaHHBIX JM00 H3BJAEUEHHBIX M3 TAKOH CHCTEMBI, CYMTAeTCi OCYLUECTBICHHOW 6e3
WCIIONBG30BaHMs  CPEACTB aBTOMATH3allii (HeaBTOMATU3HUPOBaHHOMH), €CIM TaKue
NeHCTBHS C  TEePCOHAJbHBIMH  JI@HHbIMHM, KaK HCIIOJIb30BaHHE, YTOYHEHHE,
pacnpocTpaHeHHe, YHUHYTOXKEHUE NEepCOHANbHBIX JAaHHBIX B OTHOLIEHHH KaXKIOro H3
cyOBEKTOB MEPCOHATBHBIX JaHHBIX, OCYILECTBIIAIOTCSA NIPH HEMOCPEACTBEHHOM YYaCTHH
yes0BeKa.

He aexkiapupoBaHHbIe BO3MOKHOCTH — (QYHKLUHOHAIBbHBIE BO3MOXKHOCTH
CPEeJCTB BEIMUCIUTEILHON TeXHHUKH, HE ONUCAHHBIE WM HE COOTBETCTBYIOIIHE OIMHCAHHBIM
B JOKYMEHTALlWH, TIpH  MCMOJB30BAaHMM  KOTOPBIX  BO3MOXHO  HapyIleHHE
KOH(MIEHLIHATIBHOCTH, JOCTYITHOCTH HJIH LIeJOCTHOCTH 0OpabarsiBaeMoi HH(GOpMaLIUH.

HecaHKIHOHHPOBAHHBIH 10CTYN (HECAHKIHOHHPOBAHHbIE 1eHCTBHSI) — JOCTYII K
uHGOpPMALMK WU JeHCTBHA ¢ HHOpMauued, Hapylualolye MpaBuia pasrpaHHYeHUs
J0CTyNa ¢ MCIOJb30BaHHEM IUTATHBIX CPEJCTB, NPeJOCTaBIsSeMbIX HHOOPMALMOHHBIMH
CHCTEMaMH MEePCOHAIBHBIX JaHHBIX.

Hocureab nugopmaunn — GU3HIecKoe JTULIO HITH MaTepHaIbHBIi OOBEKT, B TOM YHCIIe
dusnyeckoe rnone, B KOTOPOM MHMOPMALMS HAXOAWT CBOE OTPAKEHHE B BHIE CHMBOJIOB,
00pa30B, CHTHATIOB, TEXHUHYECKUX PELeHUI U MPOLIECCOB, KOJIMYECTBEHHBIX XapaKTepHCTHK
(hU3UYECKHX BEJIMYHUH.

ObGe3nuHBaHHE NMEPCOHAJNBLHBIX JAHHBIX — JIEHCTBHS, B pe3yabTaTe KOTOPBIX
HEBO3MOXKHO OIpeleNNUTh TIPHUHAIIEKHOCTE INePCOHAIbHBIX MaHHBIX KOHKPETHOMY
CyObeKTY NepcoHaIbHBIX JIaHHBIX.

O6paboTka nepcoHATBbHbIX AAHHBIX — JCHCTBHS (ONepaluy) ¢ MepCOHaIbHBIMU
JaHHBIMM, BKIIO4ass cOOp, CHCTeMAaTH3alluio, HAKOIUICEHHWE, XpaHEHHEe, YTOYHEHHE
(oOHOBNIEHHE, H3MEHEHHE), HCMOIB30BaHHEe, PACIpPOCTPaHeHHEe (B TOM 4MCie mnepenavy),
o0e3MunBaHne, OJIOKMpOBaHUe, YHHUTOKEHHE IePCOHAIbHBIX 1aHHBIX.

OO0wenocTynHble NepcoHaJAbHbIe JaHHbIE — NEPCOHAlbHBIC JaHHBIE, JOCTYIN
HEOTPAaHMYEHHOr0 Kpyra JHI K KOTOpPBIM TMpefocTaBleH C coriaacus cyObexTa
MePCOHANTBHBIX JAHHBIX HIIM Ha KOTOPbIE B COOTBETCTBHH C (peiepalbHBIMU 3aKOHAMH He
pacrnpocTpansiercs TpeboBaHue cobnoaeHHs KOHDUAEHIHAIBHOCTH.

Oneparop (mepcoHaJbHBIX JaHHBIX) —  TOCYJapCTBEHHBIH  Opras,
MYHHILIMIIAIBHBIA OpraH, IOPUIMYECKOe WM (DM3HYECKOe JIHILO, OpraHu3yiolee u (WiM)
ocyllecTRIsroIee 00padOTKy NepcOHANbHBIX JaHHBIX, @ TAKXKe OINpENessiolMe LelH U
conepykaHue oOpaboTKU NMepCOHANBHBIX JaHHBIX.

ITepexBar (uHpOpMaUHH) — HeNpaBOMEpHOE I[OJy4YeHHe HH(OpMALUH C
MCII0/Ib30BaHMEM TeXHHUYECKOI0 CpejiCTBa, OCYLIeCTBIAIOIEro ooHapyKeHue, pueM U
006paboTKy HHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble faHHBIe — T00as HHGOpMaLUsA, OTHOCALLAACS K ONpeAe/IEeHHOMY
W/ ONpeJeiseMOMY Ha OCHOBaHHHU Takoi HHGopManuu ¢uzndeckoMy Uiy (CyOpexTy



[EPCOHAIbHBIX JaHHbIX), B TOM YHC/Ie ero GaMuius, UMs, OTHECTBO, IO, MECSILl, AaTa 1
MECTO PpOXICHHMs, aapec, CeMeHHOe, COLHalbHOe, HMYIIECTBEHHOE IIOJIOKEHHE,
obpasoBanue, npodeccus, T0X0abl, Apyras HHMOPMALIHS.

[ToGounble 5/1eKTPOMATHHTHBIE H3y4eHHS] H HABOAKH — 3JIeKTPOMArHUTHEIE
M3JTy4eHHA  TEXHHYECKHX  CpeacTB  o0paboTku  3ammmaemoii  uH(opMaiuH,
BO3HHKAIOLIME KaK MOOOYHOE sBIEHHWE W BBI3BAHHbBIC JJEKTPHYECKHMH CHIHAJIaMH,
ACHCTBYIOLIMMH B MX 3/IEKTPUYECKHX H MArHUTHBIX LIEMAX, a TAK/KE JTeKTPOMArHHTHEIE
HaBOJIKH 3THX CHI'HaJIOB Ha TOKONPOBOMASAIIHE JIHHHH, KOHCTPYKIIHH U LIeNTH THTAHHUS.

IToauTHKA «YHCTOrO C€TOAA@» — KOMILIEKC OpraHH3alHOHHBIX MEPOTNPUATHH,
KOHTPOJIMPYIOIIMX OTCYTCTBHE 3alMCBIBAaHWSA Ha OyMa)KHble HOCHTENH KIIOuYed u
atpuOyToB n0CTYyNa (napoJeii) U XpaHeH!s UX BOIH3H 0OBEKTOB A0CTYyTIA.

[oab3oBaTesns HHPOPMALHOHHOI CHCTEMBI NEPCOHAIBHBIX TAHHBIX — JIALIO,
ydacTByiomee B (QYHKIMOHMPOBAaHMH HHGMOPMAlIMOHHON CHCTEMBI TIePCOHAIBHBIX
AQHHBIX HJIM HCTIONB3YIOLIEE Pe3yJIbTaThl ee (QYHKLUHOHUPOBAHHUA.

lpaBuaa Pa3srpaHHYeHHd  J0CTyma  —  COBOKYMHOCTE  MpaBHli,
PerIaMEeHTHPYIOLIMX NpaBa 10CTyna CyOheKTOB JI0CTyna K 00BbeKTaM I0CTyTa.

IIporpammuas 3akaaaka — KOX MPOIpaMMEL, NpeaHaMEpPEeHHO BHECEHHBIH B
MporpaMMy C LEJbIO OCYIIECTBUTH YT€YKYy, HU3MEHWTb, OIOKHPOBAaTh, YHHYTOXKHTE
HHQOPMALMIO WM YHHYTOKHUTD M MOAM(HIMPOBATEH NporpaMMHoOe olecrnedeHHe
HH(OPMALMOHHON CHCTEMBI IEPCOHATBHEIX JAHHBIXH (HITH) OJIOKMpOBAThH anmapaTHble
CpeacTBa.

IIporpammuoe (mporpamMmHo-mMaTeMaTHYeCKoOe) BO3/JeHCTBHE —
HECAHKLIHOHHPOBAHHOE BO31eiCTBHE Ha pecypcsl aBTOMAaTU3UPOBAHHOIA
MHQOPMALMOHHOH CHCTEMbI, OCYLIECTBIAEMOE C MCIONb30BAHHEM BPEIOHOCHBIX
MpOrpamMm.

PackpbiTHe mnepcoHaNbHBIX JaHHBIX — YMBIIUIGHHOE WIIH cily4aiHoe
HapylIeHHe KOH(DUIEHHATBHOCTH 11€PCOHABHBIX TaHHBIX.

PacnpocTpanenne nepcoHanbHBIX JaHHBIX — efiCTBHS, HarpaB/eHHBIE Ha
fepeiady NepCOHANBHBIX JaHHBIX ONPEe/IeIeHHOMY KPYTY JIHIL (1iepeaaya nepcoHaNbHbIX
JIaHHBIX) WM HA O3HAKOMJICHHE C NePCOHAIBHBIMA IaHHBIMH HEOTPAHHYEHHOTO Kpyra
ML, B TOM 4HCJe OOHApOlOBaHMe MEPCOHANbHBIX NAHHBIX B CPEACTBAX MACCOBOM
WH(OpMALIMH, Pa3MeIleHHe B HH(OPMAUMOHHO-TeIeKOMMYHHKALMOHHBIX CEeTSX WK
[PeIOCTABICHHE IOCTYTIA K IEPCOHANBHBIM JaHHBIM KaKUM-THO0 WHBIM CIIOCOBOM.

Pecypc mHdpopMannoHHo# cHCTeMbI — HMEHOBAaHHBIN 37eMEHT CHCTEMHOT0,
MPHUKIATHOTO WM arrapaTHOro obdecredeHHst YHKIHOHHPOBAHHS MH(GOPMALHOHHOMN
CHCTEMBI.

Crnennajibibie KaTeropuu NepCOHANbHBIX AaHHBIX — [IEPCOHATBHbIE TAHHbIE,
Kacaioluecs: pacoBOH, HALUMOHAIBHON NPHHAIEKHOCTH, NOMTMTHYECKHX B3TIISIOB,
PETHrHO3HBIX MM GHIOCODCKUX YOk IeHH I, COCTOSHUS 3T0POBbS H HHTHMHOM KU3HH
CyOBeKTa NepcoHaNbHBIX aHHBIX.

Cpeacrsa  BLIMHCIMTENbHOH TEXHHKH — COBOKYITHOCTH NpOrpaMMHBEIX H
TEXHHIECKHX JIEMEHTOB CHCTeM O0OpabOoTKM MaHHBIX, CNMOCOOHBIX (YHKLHOHHPOBATH
CaMOCTOSATE/IbHO HJIH B COCTaBE JPYTHX CHCTEM.

Cybwext noctyna (cybwbexr) — muuO WiaH npouecc, NeHCTBHS KOTOPOro
PErIIAMEHTHPYIOTCS TIPABUIAMH Pa3srPaHUYeHHs JOCTYIIA.

Texuu4ecknii Kkaman yredkn uHPOPMAUMH — COBOKYIHOCTH HOCHTEJIS
uHQopmaumi  (cpenctBa  06paboTkM),  (DU3MYECKOI Cpensl  pacnpoCTpaHeHHs



UHDOPMAaTHBHOIO CHMIHAa W CPEACTB, KOTOPBIMH OOObIBaeTCs  3allMINaeMas
HH(pOpMaLHL.

Texunueckue cpeacTBa HHPOPMAIHOHHOH CHCTEMBI NMEPCOHAIBHBIX TAHHBIX
— Cpe/ICTBa BBMHMCIUTEILHON TeXHHKH, MH)OPMALIMOHHO-BEYHCIIMTEIEHBIE KOMILIEKCH U
CeTH, Cpe/ICTBa U CHCTEMBI Mepeaayu, npuema U odpabdorku I1/IH (cpencTsa u cUCTEMBI
3BYKO3AITHCH, 3BYKOY CHJIEHHS, 3BYKOBOCIPOU3BEICHHUS, [IEPErOBOPHEIE U TEI€BU3HOHHBIE
VCTPOMCTBA, CPeCTBA H3TOTOBICHHUS, TUPAKUPOBAHUS JJOKYMEHTOB H IpyTHE TEXHHYECKHE
cpercTsa 06paboTKH pedeBoi, rpaduuecKoi, Buaeo- HOyKBeHHO-IM(poBoH HHQOpMALIHH),
IporpaMMHBbIe CpeacTBa (OnepaloOHHble CHCTEMBI, CHCTeMBI yIpaBieHus 6azaMu U T.11.),
CpeCTBa 3alMThl HHPOPMALIMHU, TPUMEHsIeMble B HH(QOPMallMOHHbIX CHCTEMaX.

TpaHncrpann4YHasi mnepeaaya  MepPCOHAJBHBIX  JaHHBIX —  [iepejada
epPCOHANBHBIX JaHHBIX omeparopoM 4epe3 [‘ocynapcreeHHyro rpanuily Poccuiickoi
Qenepaly OpraHy BJIaCTH HMHOCTPAHHOIO TIOCYAapCTBa, (HU3HMYECKOMY HIIH
IOPHANYECKOMY JIMLY HHOCTPAHHOrO roCyaapcTBa.

¥Yrpo3pl Ge30MacHOCTH MEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTH YCIOBMH M
(haKTOpOB, CO3JAOIIMX ONIACHOCTh HECAHKLHOHMPOBAHHOIO, B TOM YHCJIE CITy4aiHOro,
JIOCTYNA K MePCOHAIBHBIM JaHHBIM, Pe3yJIbTaTOM KOTOPOrO MOXKET CTaTh YHHYTOXKEHHE,
u3MeHeHHe, OJ0KMpOBaHHe, KOITMPOBaHHE, PaCIPOCTPaHEHHE NMEePCOHANBHBIX JaHHBIX, a
TAK)X€ MHBIX HECAHKIIMOHMPOBAHHBIX NEHCTBHH NpH MX oOpaboTke B MH(QOPMALMOHHOH
CHCTEME NTepCOHANTBHBIX JaHHbIX.

YHHYTOKEHHE NEepPCOHAJBHBIX JAaHHBIX — IEHCTBHUS, B pe3y/ibTare KOTOPBIX
HEBO3MOJKHO BOCCTAHOBHTH COJEp)KaHWE IepCOHATBHBIX MOaHHBIX B HH(OPMAIMOHHON
CHCTEME MEPCOHAIbHBIX JAHHBIX WIH B pe3yibTaTe KOTOPBIX YHHUTOXKAIOTCS MaTepHaibHbIe
HOCHTENH NEePCOHANbHbBIX JaHHBIX.

Vreuka (3amumaemoii) wHhOpMAUMH MO0 TeXHHYECKHM KaHajJaM —
HEKOHTPOJIUPYeMOe pacnpocTpaHeHue HMHGOpMaUW¥ OT HOCHUTENSA 3allMINAaeMOoi
rHpopMaLMK Yepe3 (H3UYECKYIO Cpelly A0 TEeXHHYECKOro CpejCTBa, OCYLIECTBISIOIIETO
nepexsaT uHGOpPMaLIUH.

YSA3BHMOCTD — C1a00CTh B CPEACTBAX 3aLUMThI, KOTOPYHO MOXHO MCIIOIE30BATh IS
HapyLLIEeHUs CHCTEMBI HiIH cofepiKalleiics B Heit HHOpMaLlUK.

HesocrHocTs nHGOPMANHH — CITOCOOHOCTE CPeCTBA BHIYHCIUTEIbHON TEXHUKU
HJTH QBTOMATH3HPOBAHHOM CUCTeMbI 00ecrieduBaTh HEM3MEHHOCTh HH(OPMALIHH B YCIOBHAX
CITYYaifHOrO W/HIIH NpeHaMepeHHOI0 HCKaKeHus (pa3pyLUeHus ).

OGo3nayeHHs H COKpPAIIEHHS

ABC — aHTHBHpPYCHBIE CPEICTBA.

APM — aBTrOMaTH3HpOBaHHOE paboyee MecTo.

BTCC — BciomorarelibHble TEXHHYeCKHe CPeICTBa U CHCTEMBI.
UCT1/1x — nHdopMalIMOHHAs CUCTEMA NIEPCOHANIbHBIX JIAHHBIX.
K3 — koHTponupyemas 30Ha.

JIBC — nokanbHas BbIYUCIUTE/IbHAS CETh.

MDD — MexceTeBOM 3KpaH.

HC/I — HecaHKUMOHUPOBAHHBIN 0CTYTI.

OC — onepalMOHHas CUCTEMA.

OY — obpazoBatenbHOe yUpexKIeHHe.

[1/1H — nepcoHa/IbHbIE JaHHbIE.



[IMB — nnporpaMMHO-MaTeMaTHYeCKOe BO3IeCTBHE.

[10 — nporpammHoe obecneyenue.

[TSMHWH — no6oyHsIe 3/1eKTPOMAarHuTHbIE U3Ty4eHHs H HABOJIKH.

CA3 — cucreMa aHa/IM3a 3alIUIIEHHOCTH.

C3H — cpencrsa 3aluThl HHOOPMALIHH.

C3I1/11 — cucrema (moacucTeMa) 3alIUTEl IEPCOHANBHBIX JIaHHBIX.
COB — cuctema oGHapyXeHHs BTOP)KEHHIA.

TKVYH — rexuuieckue kaHaIBI yTeYKH HH(OpMALIHH.

YBIT/IH — yrpo3s! 6e30macHOCTH NEPCOHAIBHBIX JaHHbIX.

Beenenune

Hacrosmass Ilonutuka uHQOpManuoHHON  Oe3omacHOCTH  GHOIKETHOro
npodeccHoHanbHOr0  obpa3zoBaTeNbHOr0  y4pexieHusi Bosoroackod  ob6macTu
«BenuKOyCTIOICKHii MHOrONPOGHILHBIN Komnek» (nanee — [lonuTuka, yapexaeHue)
pa3paboTaHa B COOTBETCTBHM C LEJSMH, 3aJa4yaMd W TPHUHIUIAMH OOGecreyeHus
0e30I1aCHOCTH NMePCOHATBHBIX JaHHBIX.

[TonuTuka paspaboTaHa B COOTBeTCTBUY ¢ TpeGoBaHHsAMH PDellepalbHOrO 3aKOHA
or 27 wmrona 2006 Ne 152-®3 «O nepcoHanbHBIX JAaHHBIX» M [locTaHOBIEHUS
[TpaBurensctea PO ot 01.11.2012 Ne 1119 «O6 yTBepkaeHun TpeGoBaHMHN K 3allUTe
MepCOHAJIbHBIX MNaHHBIX TMpH HUX o0O0pabotke B HMHOOPMALHOHHBIX CHCTEMax
MepCOHAIbHBIX JaHHBIXY.

B Ilonutrke onpenenensl TpeboBaHUs K NepcoHaly, 3a1eiicTBOBAHHOMY B paboTe
¢ HCIIH y4pexneHHus, CTeNeHb OTBETCTBEHHOCTH I[E€pCOHANa, CTPYKTypa H
HEOOXOMMMBIH YpPOBeHb 3alIMINEHHOCTH, CTAaTyC M JODKHOCTHBIE 06S3aHHOCTH
COTPYAHHUKOB, OTBETCTBEHHBIX 3a oOecrneueHre 6e30MacHOCTH MepCOHANBHBIX JJaHHBIX B
WUCI1/I1 yupexaeHus.

1. O0mme nooKeHus

Lleapto Hactosmed [Tomuruku sBnsercs obecriedeHne Ge30MacHOCTH OOBEKTOB
3aLIUTEl YYPEKIAEHHUS OT BCEX BHOB YIpo3, BHEIIHUX M BHYTPEHHHX, YMEIIUIEHHBIX H
HETIpeIHAaMEPEHHbIX, MHHMMH3alMs yiepda OT BO3MOXKHOH peajH3allid yrpo3
6eszonacuoctu [1Ix (YBITIH).

be30nmacHOCT MEepCOHANBHBIX JAHHBIX MJOCTHUraeTcs IYyTEM HCKIIOYEHHS
HECaHKIIHOHUPOBAHHOT0, B TOM YHCJI€ CJIy4aiHOro, 10CTyIa K NePCOHAIIBHBIM JIaHHbBIM,
pe3y/ibTaTOM KOTOPOTO MOXET CTaTh YHHYTOXKEHHE, HW3MeHeHHWe, OI0KHpoBaHHE,
KOMMPOBAHHE, pPAaclpoCTpPaHeHHe MepCOHANbHBIX JaHHBIX, @ TaKkKe WHBIX
HECAaHKIIMOHHPOBAHHbIX AE€HCTBHI.

Undopmauus u cBA3aHHBIE C Hell pecypchbl HOKHBEI OBITH JOCTYMHBI s
aBTOPU30BaHHBIX  MoJsb30oBaTesied. JlokHO — OCyIIECTBIATHCS  CBOEBPEMEHHOE
obHapyxeHHne U pearupoBanue Ha YBIT/IH.

JIOMKHO OCYILECTBIATHCS MPEAOTBpAlleHHe MpeIHAMEPEHHBIX WU CIyYaiHBIX,
YaCTUYHBIX WM TMOJHBIX HECaHKIIMOHMPOBAHHBIX MOAHUGMUKALMH HIH YHHYTOKEHHS
JaHHbIX.

CocraB 00BEKTOB 3alMTHI [PEJICTABIEH B TepeyHe 3allHIIaeMoil HHPOPMALMH.



2 Ob6aacTb AeHcTBHSA

TpeGoBauus Hacrosimed [ToMMTHKM pacnpoCTPaHSIOTCA Ha BCEX COTPYAHHKOB
y4peXKIeHHs, a TaK)Ke BCeX NPOYMX JHMIl — MpeJCTaBHUTENIel OpraHu3allkii, KOTOpble
HaXOIATCS B JOMOBOPHBIX OTHOHIEHHAX ¢ 00pa30BaTe/IbHBIM YUPEKIACHHEM.

3. Cucrema 3alUHThI MEPCOHAIBHBIX JaHHBIX

CucreMa 3alMTEl nepcoHanbHbIX AaHHbIX (C3I1/IH) cTpouTCs HAa OCHOBaHHUH:

- BHYTPEHHHX JIOKAJIbHBIX aKTOB B 00JIaCTH NEPCOHAIbHBIX AaHHBIX;

- pykoBopsumx gokymeHToB ®CTOK u ©Cb Poccuu.

Ha ocHOBaHMHM 3THX JOKYMEHTOB OIpejensercs HeoOXOAUMBIH ypOBeHb
sammendoctd I1du  kakapoi MCIT[An yupexaenus. Ha ocHOBaHMH aHalIH3a
aKTyalbHbIX yrpo3 6esomacroctu I1/IH, npoBeieHNs BHYTpEHHEH NPOBEPKH, AeslaeTcs
3aKIIOYEHHEe O HeOOXOOMMOCTH  MCIOJIb30BAHMS  TEXHMYECKHX CpEACTB H
OpraHH3alHOHHBIX MEPONPHATHI 11 obecriedyenus 6esonacHocTy [1/1H.

B 3aBHcHMOCTH OT ypoBHs 3amumerHoctn UCIT/IH u aktyansHbsIX yrpos, C3I1/1x
MOJKET BKJIKYATh CIeAYIOIIHe TEXHUYECKUE Cpe/ICTBa:

- aHTHBHPYCHBIE CpeCTBa UL pabouuX CTAHLHUH MM0JIb30BaTEN el H CEPBEPOB;

- CpeICTBaMEKCeTeBOr0 3KpaHUPOBAHHUS,

- cpeactBa Kpuntorpaduueckodf 3amMTel HHQOpMAlMM, MpH Iepenade
3alMiLaeMoi HHGOpMaIHH 110 KaHalaM CBA3H.

CrUCOK HCIIONB3YeMBIX CpEeICTB [AO0J/UKEH TMOANEPKUBATbCS B aKTyaJbHOM
cocTosiHMH. IIpH M3MEHEHMH COCTaBa TeXHMYECKUX CPEACTB 3alllMThl MM 3JIEMEHTOB
WUCTI/{H, COOTBETCTBYIOIIME HW3MEHEHMs MOKHBI OBITh BHeceHbl B CIHCOK H
YTBEp)KI€Hbl JUPEKTOPOM Y4YPEKIACHHS.

4. TpeGoBanus k noacucremam C3I1/In

C3I1/Ix BKkiroyaeT B ceds cleayronue NoACUCTeMbI:
- yNpaBlIeHHs JOCTYIIOM, PErMCTpally U yuerTa,
- obecrnievyeHHs LIeIOCTHOCTH U AOCTYITHOCTH;
- AHTUBHPYCHOM 3aIUTEI,
- MEJKCeTeBOro 3KpaHUpPOBaHHS,
- aHaJIM3a 3alHUIIEHHOCTH;
- o0HapyKeHUs! BTOPKEHHUIH;
- KpuntorpauuecKoi 3aluTEl.
IMoxacuctemer C3IT/IH UMEIOT pasIuyHYyO QYHKLUHOHAIBHOCTh B 3aBUCHMOCTH OT
knacca MCIIIa. Cnucok coorBerctBusi ¢QyHkumii mnoxcuctem C3I1JIn  xmaccy
3alMILEHHOCTH NpecTaBieH B [Ipunodicenuu 1.

Moacuerembl ynpaB/ieHHs 10CTYNOM, PerHCTPAllHH H y4eTa

[Moacucrema ynpasieHHs JOCTYIIOM, PerHCTpallMy M yyera MpelHa3sHa4yeHa Uil
peau3alMy CleayomuX QyHKIui:

- uAeHTH(GUKALMH U TPOBEPKH TMOIITHHHOCTU CyOBEKTOB JOCTYyMNa MpH BXOHAE B
NCTIdH;



- HACHTU(UKALMH TEPMHUHAJIOB, Y3JI0B CETH, KQHAJIOB CBSI3H, BHEIIIHUX YCTPOHCTB
MOJIOTHYECKUM HMEHaM;

- MOeHTH(HKALMK [pOorpaMM, TOMOB, KaTaloros, Qaiinos, 3amuced, MojieH
3anuceit 1Mo UMeHawm;

- perucTpanMi BXoaa (BbiXoaa) cyOBEKTOB NOCTyNa B CHCTeMy (M3 CHCTEMBI),
nub0 perucTpauMd  3arpy3Kd M HHHIHAlIM3alUH ONEepallHOHHOH CHCTEeMBl H ee
OCTaHOBKa;

- PperucTpalMM TMOMBITOK JOCTyNa MpPOrpaMMHBIX CPeJICTB  (TporpaMm,
NpPOLECCOB, 3a1a4, 3alaHui) K 3aliuuaemMsiM paiiam;

- peruCTpalMH NOMBITOK JOCTYIA IPOrPpaMMHBIX CPECTB K TepMUHAIaM, KaHalaM
CBsI3M, IpOrpaMMaM, ToMaMm, KatajioraMm, daiinam, 3anucsamM, oIsIM 3anucei.

[Toacucrema yrpaBieHHst JOCTYNIOM MOKeT OBITh pealn30oBaHa C IOMOIIBIO
wratHeiX cpeacts odpaborku I1/IH (onepauuonHsIX cucteM, npuinoxeHud U CYBJI).
Taxoxe MoKeT ObITh BHEAPEHO CrelHalbHOe TeXHHYECKOe CPEACTBO HIIM UX KOMIIIEKC,
OCYUIECTB/IAIOMUN JOMOMHUTENbHBIE Mephl [0 ayTeHTH(PHKAUMH M KOHTPOIIO.
Hanpumep, npuMeHeHHWe eOWHBIX XPaHUIIHUI YYETHBIX 3alnuced MoJjib3oBaTesiel Hu
perucTpalMoOHHON HWHGOpPMalWH, HCIONb30BaHHE OHOMETPHYECKHX M TeXHH4YecKuX (c
MOMOILBIO IEKTPOHHBIX MTPOITYCKOB) Mep ayTeHTH(DHUKALIMH U IPYTHX.

IMoacucrema obecnevyeH sl HEJIOCTHOCTH H AOCTYIIHOCTH

[Toncucrema obecrieyeHHsi UEJIOCTHOCTH W JOCTYIHOCTH TIpeAHa3HayeHa Ui
ofecrnieyeHHs LEIOCTHOCTU U nocTynHoCcTH [1/IH, mporpaMMHBIX M anmnapaTHbBIX CPeICTB
UCIT[Is xonnemxa, a TakkKe CpeACTB 3allUTHl NPH CIy4alHOH HIM HaMepeHHOH
MOJIM(DHUKALU Y.

[loacucTema peanusyercs C NMOMOLUBIO OpPraHU3allid Pe3epBHOIO KOMUPOBAHHSA
oOpabaTeIBaeMbIX JaHHBIX, @ TAKXKE pe3epBUpOBaHUeM KitoueBbix dneMeHToB MCIT/H.

IMoacueremMa aHTHBHPYCHOMH 321U THI

[Toncucrema aHTHBHPYCHOM 3alMThl MpeAHa3sHayeHa A obecriedyeHus
aHTUBHPYCHOM 3amuThl cepBepoB U APM nons3oBareneit UCI1/In yupexaenus.

CpencrTBa aHTUBHPYCHOM 3alUTHI NpeHa3Ha4YeHBb! I pealu3aldy CIeIyIOmHX
GyHKUMi:

- pe3UIeHTHBIH aHTUBUPYCHBIH MOHUTOPHUHT;

- aHTHBHPYCHOE CKaHHPOBAaHHUE;

- CKpUNT-0JI0KHPOBaHUE;

- LeHTpaJM30BaHHas/yJajJeHHas YCTaHOBKa/JIeMHCTALIALMS aHTHBHPYCHOIO
NPOAYKTa, HACTpoOiKa, aIMUHHCTPHUPOBAHHE, NMPOCMOTP OTYETOB M CTATHCTHYECKOMH
uHpopmauuu no pabore NpoaykKTa;

- aBTOMAaTH3HPOBaHHOE OOHOBJIEHHE aHTHBHPYCHBIX 6a3;

- OrpaHHuYeHHe MpaB IMONIB30BaTeNlss HA OCTAHOBKY MCIIONHSAEMBIX 3ajad H
M3MEHEHHE HaCTPOEeK aHTUBUPYCHOI'O MPOrpaMMHOro odecreyeHus;

- aBTOMATH4YECKHUH 3alyCK Cpa3y [ociie 3arpy3Ku ONepalnoOHHON CHCTEMBI.

[Toncucrema peanusyeTcs IyTeM BHEIPEHHS CHELHaJbHOr0 aHTHBUPYCHOIO
nporpaMMHoro obecrnieyenus Ha Bce 3nements MCIT/IH.



I[Moacuerema MeRCeTEBOI0 SKPaHHPOBAHH S

[MomcucTeMa MeEKCETEeBOro 3KpaHMpOBaHMs IpeHa3HayeHa I peanu3aluH
cneayrowux GyHKuun:

- (uisTpanMu OTKphITOro ¥ 3amudpoBaHHoro (3akpeitoro) IP-tpaduka mo
pa3nuuHbBIM IapaMeTpam,

- DUKCALIMH BO BHYTPEHHHX XypHanax MHOPMALUH O MPOXOASIIEM OTKPBITOM H
3akpbiToM IP-Tpaduxe;

- WIEHTHOHUKAMK U ay TeHTH(OUKALHH aIMHHACTPATOPa ME¥KCeTeBOro 3KpaHa InpH
€ro JIOKaJbHBIX 3arpocax Ha JOCTYII,

- perucTpaluy Bxozaa (BeIX0/1a) aJIMMHHCTPATOPAa MEKCETEBOr0 9KpaHa B CUCTEMY
(13 cucTeMsl) 1M60 3arpy3Ku U HHULMATIU3ALHH CHCTEMbI U €€ IPOrpaMMHON OCTaHOBKH;

- KOHTPOJIsl LIEJIOCTHOCTH CBOEH NMporpaMMHON W HH(MOPMALMOHHON YacTH;

- QUIBTPALIMH MAKETOB CJ1yKeOHBIX MPOTOKO/0B, CIyKaIlKX 111 AHarHOCTHKH U
yrpaBiieHus paboTol ceTeBhIX YCTPOHCTB;

- GUILTPallMM C YYETOM BXOJHOIO M BBIXOIHOIO CETEeBOro HMHTepdeica Kak
CpezcTBa MPOBEPKH NMOJTHHHOCTH CETEBBIX aIPECOB,;

- PEeruCTpalMy U yueTa 3arpalliBaeMbIX CEPBHCOB IPHKIATHOTO YPOBHS;

- 670KMpOBaHHs [OCTYNa He HIACHTH(OHIMPOBAHHOTO 00BEKTa WIH CyOBEKTa,
[MOJIMHHOCTE KOTOPOro TMpH ayTeHTHQUKAIMH He M[OATBEpAMIach, MeTOJaMH,
YCTONYUBBIMH K [1€pPEeXBaTy,

- KOHTPOJISI 33 CeTEeBO aKTUBHOCTBIO IPUIIOKEHUH ¥ OOHAPYKEHHSI CETEBBIX aTakK.

IMoacucrema aHaau3a 3alHINEHHOCTH

[ToacucTema aHalIM3a 3alUMIUEHHOCTH JODKHA oOOecrneuyuBaTh BbIABICHHS
YSI3BUMOCTeI, CBA3aHHBIX ¢ omubkamu B koHurypauuu [10 UCTI/H, koTopble MOTYT
OBITh HCIIOIb30BaHbl HAPYLINUTEIEM IS pealu3allii aTaki Ha CHCTEMY.

DYHKIHOHATLHOCTh MOACHCTEMB! MOXKeT ObITh pealn30BaHa MPOrPaMMHBIMH U
NPOrpaMMHO- allllapaTHBIMHU CPEJICTBAMHU.

IMoacucrema oOHAPYKeHHSI BTOPKEHHH

[Toncucrema OOHAapyKEeHHS BTOpP)KEHHMH JOKHA oOecrneyuBaTh BBIABICHHE
ceTeBbIX aTak Ha sneMeHTsl UCIT/IH, noakaoyeHHble K ceTsIM o0LIero nojib30BaHus
(v)1K) MeXIyHApOaIHOro obmeHa.

DYHKIHOHATBHOCT MOACHCTEMBI MOXKET ObITh pealii30BaHa NMPOrPaMMHBIMH H
NporpaMMHO- allapaTHBEIMHU CPeCTBaMH.

IMoacucTrema KpUNTOrpaHYeCKOH 3aHThI

[Toncucrema Kpunrorpaduyeckoi 3alUTel NpeJHa3HaYeHa U1 HCKIOYEHHS
HC/I x 3ammmaemoirt nHGopmanuu B UCII/IH komnemka npu ee nepeaaye o KaHaiam
CBSI3M ceTell 0b1Lero noyib30BaHus 1 (WIKH) MeXIyHapOJAHOro oOMeHa.

[MoacucTemMa peanusyeTcs BHEIAPEHHEM KpUOTOrpa@uUyecKux MOporpaMMHO-
annapaTHbIX KOMILIEKCOB.



Moaw3osarean UCTIAu

i . Paszpemennsbie
Corpyannk Yposens gocryna k I/n ek
CucremHbIi - oOnanaer monHOH HHpopMmanHeH O CHCTEMHOM H | - cOop

aIMHHHCTPATOp | MPHKIAJHOM IIPOrpaMMHOM 0becreyeHnH; - CHCTeMaTH3alHs
- obnanaer nonHoli uHQoOpMauUMed O TEXHHYECKHX | - HaKOIICHHE
CpeAcTBax H KOH(HIypaluH; - XpaHeHHe
- HMeeT J0CTYNl KO BCEM TEXHHYECKHM CpeIcTBaM | - YTOHHEHHE
0bpaboTkn HHGOPMALIMH H JIaHHEIM; - HCMOB30BaAHHE
- obnmamaer mnpaBaMM  KOHQUIYPHPOBaHHA M | . YHHYTOKEHHE
aIMHHHCTPATHBHON HACTPOHKH TEXHHYECKHXCPEACTB.
Huxenep - obnajaer npasamMy CHCTEMHOTIO aJIMMHHCTPATOPA; - cbop
- obnamaer nonHoH wuHQoOpMauMed O TEXHHYUECKHX | - CHCTEMAaTH3alHs
CpencTBax H KOH(HUIypauuH; - HaKOIJIeHHe
| = HMEET JOCTYN K Cpe/CTBaM 3allMThl HH(POPMAUMH H | - XpaHEeHHE
IIPOTOKOIHPOBAHHS H K YACTHKIIIOYEBBIX JIEMEHTOB; - YTOYHEHHE
- HE HMEeT MpaB [OCTYNa K KOHQUIYPHPOBAHHIO | - HCMOJIB30BAHHE
TEXHHYECKHX  CPeJCTB  CeTH 33  MCKIIOYEHHEM | - yHHYTOXKESHHE
KOHTPOJILHEIX (HHCIIEKIIHOHHBIX).
Iporpammucr | - o6nanaer BceMu HeOOXOAMMBIMH aTpubyTaMu u - cbop
npasamu, obecneuusaromumMu noctyn ko seceM IT1H. - CHCTEMaTH3alHs
- HaKOIJICHHE
- XpaHeHHe
- YTOYHEHHE
- HCNO/Ib30BAHHE
- YHHYTO)XKCHHUE

TpeGoBanus k nepconaay no obecnevennio 3amuThl [11H

Bce coTpyaHUKH yupexkaeHus, spistowuecs nonp3osarensMu MCITAH, nomkHs
4eTKO 3HaTh U CTPOT'O BBINOJIHATE YCTAHOBJICHHBIE NPaBuia U 00A3aHHOCTH MO AOCTYIY
K 3al{IIaeMbIM 00beKTaMH COOIIIOIEHHIO NPHHATOIO pexumMa OeszonacHoctu IT/IH.

HoBbii coTpyaHMK A0/KeH ObITh O3HAaKOMJIEH CO CBEIEHUSMU HacTosLleH
ITonuTuky, NpuHATHIX npoueayp pabotsl ¢ anementamu UCITdu u C3I11dH.

CoTpyAHHKH  YYpPEKIEHHS,  HUCIOJIB3YIOLIME  TEXHHYECKHe  CpeicTBa
ayTeHTH(QHUKaUMM, JO/DKHbBI — oDecrneymBaTh  COXPAaHHOCTb  MACHTH(HHKATOPOB
(anexkTpoHHBIX Kmoueii) u He gomyckath HCJ] kK HUM,a Tak)ke BO3MOXKHOCTb HX YTEpH
WIH HCIOJNb30BaHHUA TPeTbUMH JHUaMmH. [lone3oBaTenn HECYT IepCOHAIBHYIO
OTBETCTBEHHOCTb 3@ COXPAHHOCTb HACHTU(DUKATOPOB.

CoTpyaHHUKH yupeKIeHHs JOJIKHBI:

- CIIeZI0BaTh YCTAHOBJIEHHBIM TTpOLEypaM MOJUIEPKaHUs pekuma 0e30MmacHOCTH
[1/ln npu BeIOOpe M MCMONBL30BAHHHU Maposiel (eciIM He MCIIONB3YHOTCH TEeXHHYECKHe
cpeacTBa ayTeHTHOUKALMH);

- ofecreyrBaTh HaUIeKallyro 3awMTy oOOpyloBaHus, ocTaBiseMoro 6e3
MPUCMOTPa, 0OCOOEHHO B TeX CliyyasX, KOraa B IOMEeLIeHHEe HMEIOT 10CTYIl MOCTOPOHHHUE
nMua.

Bce nonb3oBatenu gomkHBl 3HaTh TpeOoBaHus 1o Oe3omacHoctd [IJJH H



IpoLEeayphl 3alUMTEl 00OpYIOBAaHHUSA, OCTABJIEHHOro 0Oe3 MpHCMOTpa, @ TaKkKe CBOH
0053aHHOCTH 110 00eCcIeYeHHIO TaKO! 3allUThl.

CoTpyAHHKaM Y4YpeKIeHHUs 3anpeliaeTcs:

- YCTaHaB/IMBATH [TOCTOPOHHEE NTPOrpaMMHOE obecredeHne, MoAKI0YaTh JIHYHbIE
MOOM/IBHBIE YCTPOMCTBA M HOCHTEIM HHGOOpPMAIMM, a TaKKe 3allChiBaTh Ha HUX
3alHMIIaeMy0 HHPOpMaLIHUIO;

- pasrjamarhk 3aluiaemMyio MHGOpMalHMIo, KOTopas cTaja MM H3BECTHa IpH
paboTe ¢ HHGOPMALIMOHHBIMU CHCTEMaMH KOJUTEIKA, TPETHUM JIHLIaM.

[Tpu paGore ¢ I1[du B UCII/lH corpynHMKM Kolemka o0s3aHbl OOeCcrneduTh
OTCYTCTBHE BO3MOKHOCTH mpocMmoTpa [1/1H Tperbumu muuamu ¢ MmoHuTOpoB APM Hin
TePMUHAJIOB.

INpu 3asepiuenun padotel ¢ UCILIH cotpyaHuKkd 00s3aHbl 3amMTuTh APM min
TEPMHHAIBI C TOMOIIBIO OI0KHPOBKH KJTIOYOM MJIH 3KBUBAJIEHTHOTO CPEACTBA KOHTPOJIS,
HanpuMmep, JOCTYIIOM IO Tapojio, eClIM He HCMOJNb3yloTCs Oojiee CHIBHBIE CPEACTBa
3aLHUTHI.

CoTpy/ZIHMKH KOJUIE[UKAa JOJKHBI ObITh MPOMHGOPMUPOBaHEI 00 yrposax
HapymeHus pexxuma OesonacHocTy [1/1H 1 OTBETCTBEHHOCTH 3a €ro HapyllIeHHeE.

Corpyauuku 06s3anbl 6e3 nmpome UleHus coobImaTk 060 Bcex HabM0AaeMbIX WIIH
nogo3purensHeIX caydasx paborst UCTI/IH, koTopele MOTyT noBjedb 3a co00# yrpo3sl
6ezonacHoctd IIJIH, a Takke O BBIABICHHBIX HMH COOBITHAX, 3aTparuBaroLLMX
6esonmacHocts [1JIH, pykoBOACTBY mnonpasfeineHdss W JIHIy, OTBeYalolleMy 3a
HEeMeJIEHHOE pearnpoBaHyie Ha yrpossl 6eszonacHoctu I1/1H.

OrsercrBenHocTb coTpyanuko UCIAn

B coorsercTBHM cO cT. 24 DenepansHoro 3akoHa Poccutickoit @enepauuu ot 27
mrong 2006 Ne 152-P3 «O mepcoHaIbHBIX JaHHBIX» JIMIlA, BUHOBHBIE B HapyIIEHHH
TpeboBanuii jgaHHoro @enepanbHOro 3aKOHA, HECYT IPaXJaHCKYHO, YTOJIOBHYIO,
aJIMUHHCTPaTUBHY1O, JUCLHTTITHHAPHY O u HHYIO NpeayCMOTPEHHYIO
3aKoHojaTenbcTBOM Poccuiickoi Denepayu OTBETCTBEHHOCTb.

JlelicTByromee  3akoHozatenabcTBO  Poccuiickoit  Penmepauuu  MO3BOJAET
npeabsBisTh TpeGoBaHMA O obecrnedenuio Oe3ormacHoi padoThl C 3alIMIIAEMOM
uHGOpMalKe U MpeayCMaTpUBaeT OTBETCTBEHHOCTh 3a HapyLIEHHWE YCTaHOBJIEHHBIX
npaBui 3KcruTyaTauud DBM u cucteM, HerpaBOMEpHBIH JOCTYN K HHGOpMALHH, eClH
3TH JEHCTBHs MPUBEIH K YHHYTOKEHHIO, O10KHpOBaHHUIO, MOAHDHUKAIMK HHpOpMALUH
WM HapyleHuio padotsl DBM unm ceteli (crateu 272, 273 u 274 YK PO).

CHCTeMHBIH aaMHHUCTPATOP, HHKEHEP M TNPOTPaMMHUCT YYPEKIEHHS HeCyT
OTBETCTBEHHOCTB 32 BCE JEHCTBUS, COBEpIIEHHbIC OT HMEHH HX YYETHBIX 3allMCEeH HIIH
CHMCTEMHBIX YYETHBIX 3alliced, eciaum He AoKasaH (aKT HeCaHKUHMOHMPOBAHHOIO
HCIIO/Ib30BaHMUS YYETHBIX 3alUcei.

[lpu HapylleHUsIX COTPYAHMKAMH yupexzaeHus - nosabsosaresnsmMu HCIIIn
nmpaBul, cBs3aHHBIX ¢ OesonacHocthio [IJ[H, OHM HecyT OTBETCTBEHHOCTB,
YCTaHOBJIEHHYIO JIeHCTBYIOIIMM 3aKoHOoJaTenbcTBOM Poccuiickoit @enepanuu.

CnHCOK HCNO0JIL30BAHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMaTHBHO-IIPaABOBBIMH W METOIMHYECKHMH JOKYMCHTaMH, Ha



KOTOpBIX Oa3zupyercs HacTosimas [TonuTuka, IBNsSOTCS

- ®enepaneHelii 3akoH oT 27.07.2006 Ne 152-P3 «O nepcoHanbHBIX AaHHBIXY,
YCTaHABIMBAIOIIWNA OCHOBHBIE TPHHUMIBI M ycioBus oOpaborku I1/IH, mpasa,
0053aHHOCTH M OTBETCTBEHHOCTh YYaCTHHKOB OTHOIIEHHH, CBS3aHHBIX ¢ 00pabOTKOM
IT1H;

- [TocranoBneHue [TpaBuTenscTBa PO® oT 01.11.2012 Ne
1119 «O6 yrBepkaeHHH TpeDOBaHHIA K 3allMTe MEPCOHANBHBIX NaHHBIX TPH HX
o0paboTke B HHPOPMALIHOHHBIX CHCTEMAX MEPCOHANBHBIX JaHHBIX);

- Ilonmoxenune 00 ocobeHHOCTAX 0OpalOTKH MEPCOHAIBHBIX aHHBIX,
ocyliecTBiseMod ©0e3 HCNOJIb30BaHMA CpPeACTB aBTOMATHU3allMM, YTBEP)KIEHHOE
[Tocranosnenuem [1paButenscTa PO ot 15.09.2008 roga Ne 687;

- TpebGoBanusi K MaTepHanbHBIM HOCHUTENSIM OHOMETPHUYECKHX TMepPCOHAIbHBIX
OAHHBIX M TEXHOJIOTUSM XpaHEHWs TaKUX [aHHbIX BHE HHGPOPMALMOHHBIX CHCTEM
MEPCOHANIBHBIX [aHHBIX», yTBepxkaeHHble I[locraHoBnenuem [IpaBurensctBa P® ot
06.07.2008 roma Ne 512.

HopmatuBHo-meTOoau4eckne  JokymeHTsl  DenepanbHod  cayxObl 1O
TEXHHYECKOMY M 3KCIEepTHOMY KOHTpoio Poccuiickoit Penepaunn (manee - ®CTIK
Poccun) no obecneuenuio 6ezonacuoctu [1/18 npu ux obpadorke B UCIT/H:

- bazoBas mozens yrpo3 6e30nacHOCTH NepcOHANBHEBIX JaHHBIX ITPH X 00paboTke
B MH(OPMAIIHOHHBIX CHCTeMax MepCOHANbHBIX JaHHBIX, YTB. 3aM. qupekropa ®CTIK
Poccun 15.02.08 roaa.

PaccmoTpeHo

CoeroM YupexaeHHs
[Tpotokon Ne Ad

KR4 » 05 2044 .

B neno Ne (/-74
«AY » 3 204, r.




IMpunoxenue 1k [lonutuke
HHPOPMALHOHHOH 6e30NacCHOCTH
010KeTHOrO NPOeCCHOHAIBHOTO
00pa3zoBaTebHOIO YUPEKICHHA
Bonoroackoit obnacti
«BeNnHKOYCTIOrCKH i
MHOTrONMpPOGHALHBIH KOLICLAY

VYpoeun 3awmwentoctd UCI1Ix
(cornacHo nocranoeienuio [Ipasutensersa PO or 01.11.2012 Ne 1119
«O06 yrBepixaennu TpeGoBaHMI K 3allHTe IEPCOHATBHBIX IaHHBIX NPH HX00paboTke
B HH()OPMALIMOHHBIX CHCTEMaX IePCOHATbHBIX JaHHbIX))

Opranusauus pexuma obecrieueHHs 6€30NacHOCTH
NOMEILIEHHI, B KOTOPBIX pa3MelleHa HEpopMalHoHHas
CHCTEMA, NIPENATCTBYIOMEr0 BO3MOKHOCTH
HEKOHTPOJIMPYEMOTO NIPOHUKHOBEHHS HITH NpeOLIBAHNSA B
3THX NMOMELIEHHAX JIAL, He HMEIOLIMX Npasa JA0CTYIa B 3TH

MOMEUICHHH.

ObecrnieyeHHE COXPAHHOCTH HOCHTEJICH NIePCOHATBHBIX + + + +
JaHHBIX.

VTBepKIeHHEe pyKoBoauTEIeM oneparopa [1/1H noKkyMeHTa, + + + +

OIpeIeIIOMET0 NEPEUEHb JHIL, A0CTYI KOTOPBIX K
NepcOHANBEHEIM JaHHBIM, 00pabaThiBaeMbIM B
uH(POPMALMOHHOIT CHcTeMe, HEOOXO0AMM Ul BINOJTHEHHS
MMM C/1yKeOHBIX (TPYIOBEIX) 0053aHHOCTEH. .
WcnonszoBaHue CPeACTB 3alMThl HHOOPMALIMH, POMIEAIHX | + ke 2 +
IPOLEAYPY OLEHKH COOTBETCTBHA TpeOOBaAHHAM
sakoHOAaTenbcTBa Poccuiickoit deaepaunu B 0061acTu
obecnevenns Oe3onacHOCTH HHGOPMALIHH, B CiIydae, Koraa
NPHMEHEHHE TAaKHX CPeJCTB HeoOX0aUMO U1 HEHTpaIM3aliH
aKTYaIbHBIX YTPO3.

Heo0x0auMOCTE Ha3HAYEHUS AOKHOCTHOIO JIHLIA +
(paboTHHKA), OTBETCTBEHHOI'O 32 obecredenHe He30MacHOCTH
NEePCOHATbHBIX JaHHbIX B HHOOPMAITHOHHON CHCTEME,
B03MOKHOCTE JOCTYTIA K COACPKAHUIO 3JIEKTPOHHOIO +
KYpHaIa COOOIICHUH HCKITIOUHTEIBHO 4711 JOKHOCTHBIX JIHI
(paGOTHHMKOB) ONepaTopa WK YIOJTHOMOYEHHOTO JIHIIA,
KOTOPBIM CBEIEHHS, COJlepKalIiecs B YKa3aHHOM JKypHaie,
HeOOXO0IUMBI U1 BHINOIHEHHs CITykeOHBIX (TPYI0BBIX)
00s3aHHOCTEH.

ABTOMaTH4YECKas perucTpanus B AICKTPOHHOM JKypHae +
0e30MacHOCTH H3MEHEeHHA NOJTHOMOYHH COTPYIHHKA
omepaTopa 1o AOCTYIY K NepCOHATBHBIM JaHHBIM,
comepKammMmMcs B HHGOpMAIIHOHHOMH CHCTEME.
Co3znanue CTPYKTYPHOrO Nojpa3fe/ieH|s, OTBETCTBEHHOIo 3a | +
obecneyeHne 6€30MaCHOCTH NEPCOHATBHBIX JaHHbIX B
HHQOPMaAILMOHHOH cucTeMe, THOO BO3IOKEHHE Ha OIHO M3
CTPYKTYPHBIX nozpasaeneHnit QyHkunii no odecneyeH o
Takoi 0e30MacHOCTH.




