bromxerHoe npodeccHoHallbHOE
obpasoBarelibHOe YIpeKIeHHE
Bomnorozckoit o6mactu
«BenukoycTiorcku
MHOI'OIIPODUITEHBIA KOITEK»

INOJOKEHUE

«19» L 20/9 1. Ne 79~

r. Bemuknuii Yerior

00 obecrieverHy 0(e30MACHOCTH IEPCOHAJLHBLIX NAHHBIX NpH HX o00paboTke B
HH(OPMALHOHHBIX cHcTeMax OHO/3KeTHOIO npocgeccHoHANBHOTO
obpasoBaTesqbHOTO Yyupemaenus Bojoroackoii obaacrun  «BennkoycTrorckmi
MHOronpoHILHBIA KOJLIe1H)

1. O0mue noJ1oKeHNs

1.1. Hacrosiuee mnojokeHue paspaboTaHO B COOTBETCTBHH C IIOIOKEHHUAMHU
thenepansHoro 3akona ot 27 mons 2006 roga Ne 152-03 «O nepcoHanbHBIX JaHHBIXY,
noctaHoByieHus [lpaButenscTBa PO ot 6 mioma 2008 r. Ne 512 «O6 yTsepxaeHuu
TpeOoBaHUA K MaTepUalbHLIM HOCHUTENIAM OHOMETpHYeCKHX IMepCOHANBHBIX JaHHBIX H
TEXHOJIOTHAM XPaHeHMs TaKuX JIAHHBIX BHE MH(OOPMAIMOHHEIX CHCTEM IIePCOHANBHBIX
IaHHBEIX», TmocTaHoBneHus [IpaButensctBa PO ot 15 cenrabps 2008 r. Ne 687 «O06
yrBepxkaennn [lonokenust 06 ocoGeHHocTAX 00pabOTKH IIepCOHANBHBEIX [aHHBIX,
ocymiecTBIsIeMOl 0e3 MCIOIb30BaHMA CpeACTB aBTOMaTH3allMKMy», IOCTAHOBIEHMS
ITpasurenserea P@ ot 1 HosOps 2012 1. Ne 1119 «O6 yrepxmenuu TpeboBaHuil K
3aIIUTe NEPCOHANBHBIX JAHHLIX IPH HX 00paboTke B HH(OPMAIMOHHEIX CHCTEMAax
MIePCOHATBHBIX TAHHEBIX.

1.2. Hacrosmee TONMOXEHWE  OHmpedeisioT  ocobdeHHocTd  0OpaboTku
MIEPCOHANIBHBIX JAHHBIX PAOOTHHKOB M 0OYYAIOIIMXCSA KOJUIEMKA B UH(OOPMALMOHHEIX
CHCTEeMaX ITEPCOHATBHBIX JAHHBIX OI0DKETHOTO PO eccHOHalIEHOT0 00pa3oBaTeNsHOTO
yupexaeHus Bonorozackoit o6nactu « BenukoycTIOrcKuii MHOTOIPOMUIEHEIH KOJIIEIK
(manee — KOJIEIXK).

1.3. be3omacHOCTR MEPCOHANBHBIX  JaHHBIX [pu ux obpaboTke B
HHQOPMAIIMOHHBIX CHCTEMaxX IepCOHANBHBIX AaHHBIX (Hamee - HHpOpPMalMOHHBIE
CHCTEMBI) OOecrieqHBaeTCs C TIOMOIIBE) CHCTEMEI 3alllUTHl [TepCOHAIBHBIX IaHHBIX,
HEHTPaNU3yIOUIeH aKTyalbHbIe YTPO3bL.

1.4. Tlom axTyanbHBIMH yTpo3aMu 0e30MacHOCTH IIEPCOHAIBHBIX JIaHHBIX
IIOHMMAETCS COBOKYITHOCTh YCIOBHHA U ()aKTOPOB, CO3JAIOIIMX aKTyaIbHYI ONAaCHOCTD
HE:C&HKL[HDHHPDB&HHDTD, B TOM YHHCIIE CJTYTiafIHOFD HOCTyIIa K IIEPCOHAIBHBIM JAaHHBIM
npy ux obpaborke B HH()OPMALMOHHOH CHCTEME, Pe3yNbTaTOM KOTOPOTO MOTYT CTaTh
YHUUTOXKEHHe, M3MeHeHHe, OJIOKHpOoBaHMe,  KOIMpoBaHMe,  IpejlocTaBlIeHHe,
pacmpocTpaHeHne MepCOHANBHEBIX TaHHEIX, 4 TAK)KE MHEIE HeIPaBOMEpPHEIE 1eHCTBUS.



2. OcobGenHocTH 06pabOTKU NepCcOHAJILHBIX IaHHBIX B HH(OPMallMOHHBIX
CHCTeMax

2.1. O6paboTka TNepcOHANBHBIX MJAHHBIX B HHGMOPMAIMOHHBIX CHCTEMax
OCYILECTBJIAETCA TI0CIIE 3aBepIieHHs paboT 0  CO3[aHHI CHCTEMB! 3all[UTHI
IepcoOHaNbHBIX [JAaHHBIX B WH(QOPMAIMOHHOH cHcTeMe, ee IIPOBEepKH W OLEHKH
COOTBETCTBUS WHMOPMALMOHHON CHCTEMBI I1EPCOHAJBHBIX [AHHBIX TpeboBaHUsAM
fesomacHOCTH HH(OPMAIIUH,

2.2. DesormacHocTk  IepCOHaBHBIX — JaHHBIX IpH  MX obOpaborke B
HH(QOPMANMOHHOM cHcTeMe o0ecrieyHBaeT ONepaTop OTOH CHCTEMEl, KOTOPEIH
obpabarbiBaeT IepCOHANBHBIE MaHHBIE, WIW JIMIO, OCYILECTRIsoIee 00paboTKy
IepCOHAIBHEIX TAHHEIX I10 IIOPYUEHHIO OllepaTopa Ha OCHOBAHUY 3aKIF0UaeMOT0 C 3TUM
JIULIOM JIOTOBODA.

2.3. DbesomacHocTb IIEpCOHANBHEIX JaHHBIX IIpy uX 00paboTke B
HHQOPMAIMOHHBIX —cHCTeMaxX o0ecrneyuBaeTess ¢ IIOMOIIBIO CUCTEMbl  3alUUTBI
MEPCOHANBHEIX JaHHBIX, BKIFOUAKOINEH OpraHM3allMOHHEIE MEPBl M CPEeJCTBa 3allUTHl
WHOpMaIMK (B TOM yucie mudpoBatkHbe (KpunTorpa)uueckue) cpeicTBa, CpeacTra
MpeOTBPAIeHHsT HeCaHKIHOHHPOBAHHOTO HOCTYNa, YTeYKH HH(pOPMAUMH 110
TEXHWYECKUM KaHajlaM, IPOrpaMMHO-TEXHHHYECKHX BO3ACHCTBUI Ha TEXHUYECKUE
cpefcTBa 00pabOTKM TEpCOHANBHBIX JAHHEIX), a TakKKe WHCIONb3yeMBIE B
HH(GOPMALMOHHOH cHcTeMe HH(POPMALIMOHHEIE TEXHOIOTHH,

2.4. CocraB ¥ cozepxaHHe Mep IO 3aumre HHGOPMALMH B MH()OPMAIHOHHEIX
CHCTEMax 3aBHCAT OT YCTAHOBIEHHOrO YpPOBHA 3allMIIEHHOCTH HMH(OPMAalMOHHON
CHCTEMBL.

2.5, Ycranosnenue ypoBHs 3alHIIEHHOCTH (IIepPecMOTp YPOBHS 3aIHIIEHHOCTH )
HH(OOPMAIIMOHHOM CHCTEMBI IIEPCOHANBHBIX HAHHBIX ITPOBOJUICS CHCTEMHBIM
AIMHUHUCTPATOPOM U (MIIK) TIPOrPaMMUCTOM KOJLIEKA.

2.6. be3omacHOCTE TTepCOHANIBHBIX JAHHEIX, 00pabaTEIBAEMBIX C UCTIONB30BAHHEM
CpeZiCTB aBTOMATH3allMH, JOCTHIASTCs IIyTeM HCKIIIOYEHHS HEeCaHKIMOHHPOBAHHOIO, B
TOM YHCIIE CIIYYalHOIo JoCTYIIa K epCOHANBLHEIM IaHHBIM.

2.7. IlepcoHanbHBIE HaHHbIE MOIYT OBITh IPEJIOCTABICHLI VIS O3HAKOMIICHHS
COTPYAHHKaM, HOIyIIeHHBIM K 00paboTKe MepCOHANBHBIX JTAHHBIX C HCIIOJIb30BaAHHEM
CPEJCTB aBTOMATH3AIINH, B YACTH, Kacalollelcs X TOMKHOCTHLIX 0013aHHOCTEH.

2.8. YIIOIHOMOYeHHBIMM COTPYAHUKAMH TIpK 00paboTKe IepcoOHANBHBIX JaHHBIX
B HH(OPMAI[MOHHBIX CHCTEMAaX [I€PCOHANIBHBIX MAHHBIX MOKHA OBITH oOecredeHa mx
6e3011acHOCTh € NOMOIIBIO CHCTEMBI 3aIlIUTE], BKIIOYAOIel opraHu3aIlHOHHEIe MEPE H
CpeJicTBa 3alllUThl MHGOPMAlUH, B TOM YHcle IH(poBalbHEe (KpHirorpaduueckue)
CpencTBa.

2.9. OBmMeH nepcoHalbHBIMK JaHHEIME IIpu uX 00paboTke B WHPOPMAIMOHHEBIX
CHCTEMaX OCYILECTBIIAeTC s [T0 KaHaIaM CBA3H, 3alllUTa KOTOPEIX 00ecreanBaeTes IyTeM
pealiM3allid OpraHu3al[HOHHBEIX Mep M IIyTeM [pHUMEHEHHS [POTPpaMMHEBIX U
TeXHUYECKUX CPEJICTB.

2.10. ocryn nosnp3oBaTenedf K IepCOHANBHBIM JaHHBIM B HH()OPMAIMOHHBIX
cHcTeMax TepCOHANBHBIX JaHHBIX paspelraercs mocie 005S3aTelIbHOTO ITPOXOKISHHUS
IPOLENyphl HASHTHQHUKALNY U ayTeHTHOUKALHH.

2.11. Jlunamu, oTBETCTBEHHBIMU 3a obecreverne Ge30MaCHOCTH MEPCOHATBHBIX



JAHHBIX IIPH X 06paboTKe B UHGOPMAIIHOHHBIX CHCTeMAX, J0JDKHO OBITE 00ecreyeHo:

a) CBOeBpeMeHHoe oOHapyKeHHMe (PaKTOB HECAHKIMOHHPOBAHHOTO HOCTyIa K
[epCOHATBHEIM JaHHBIM ¥ HeMeUIeHHOe NOBeIeHHE 3TOH HH(POPMAIiuy 10 PYKOBOACTRA
KOJIIe K,

0) HeJonylIIeHNEe BO3AEHCTBHA Ha TEXHMYECKME CPEeCcTBa aBTOMATH3MPOBAHHOM
00paboTky NepcoHaIbHLIX JaHHEIX, B Pe3yIbTaTe KOTOPOro MOKET OBIThH HAPYIIEHO HX
(YHKIIMOHUPOBAHHE;

B) BO3BMOXHOCTh HE3aMEIMTEIbHOI0 BOCCTAHOBJIEHHS ITEPCOHAIBHBIX AAHHBIX,
MOIA(DHIMPOBAHHEIX MM YHHUYTO)KEHHBIX BCIEACTBHE HECAHKUIHOHHPOBAHHOI'O
noctyna K HAM;

r) TOCTOSHHBIH KOHTPOTE 3a OOGCHEHEHHWEM YPOBHA  3aIlUIICHHOCTH
TIePCOHANBHBIX JIAHHBIX,

n) 3HaHWe ¥ coOdIojleHWe YCIHOBHM HCIIONB30BAaHHSA CPEJICTB  3AIIUTHI
rHGOPMALIHH, IIPEIYCMOTPEHHBIX 9KCILTyaTaIlMOHHON U TEXHHYECKON TOKYMEHTalUeH;

€) y4er IPUMEHSEeMBIX CPeICTB 3aluThl MH(OPMAIUM, SKCIUTyaTAallHOHHOM H
TeXHUYECKOH JOKYMEHTAUMM K HUM, HOCHTEIIEH IEPCOHAIIBHEIX JaHHbIX;

) npu OOGHApYKEHWH HApyILIeHUH IOopsijiKa IPeNoCTaBIEeHHA IePCOHAIBHBIX
JAHHBIX He3aMeJUTHTETbHOe IIPUOCTAHOR/IEHHE TTPENOCTABIEHNS IIEPCOHAIBHBIX JIAHHBIX
[IOIL30BATENIM HH(GOPMAIHOHHON CHCTeMBI M0 BBISBICHHS I[PUYHH HAPYIICHUH H
yCTpaHeHHUs 3THX IIPUHNH;

3) pa30HpaTEeNBECTBO M COCTABIEHME 3aKMIOueHHH no daxkTaM HecoOmroneHus
YCIIOBMI XpaHeHWs HOcHTeNned I1epCOHANBHBIX JaHHBIX, WCIONb30BAHHs CPEJICTB
3alUThl HHOOPMALIHY, KOTOPEIE MOTYT IPUBECTH K HAPYIIEHMIO KOHQUIEHIIHAIBHOCTH
TIEPCOHANBHEIX JAHHBIX MW JPYTHMM HapyIIeHHAM, IPUBOAAIINM K CHHKEHHIO YPOBHS
3alMIIEHHOCTH IIepPCOHANBHBIX IAaHHBIX, paspaboTka ©W IPUHATHE Mep TI0
IIPEI0TBPAIIEHHIO BO3MOKHBIX OITACHEIX IIOCIEACTBHH 10JI0OHBIX HAPYIIEHH.

2.13. B ciyuae BbISBJICHMA HapylleHMH mopsaxa oOpaboTKW MepCoHAlIbHBIX
JaHHBIX B HMHOOPMAIMOHHEIX  CHCTeMax  OFO/DKETHOTO  Ipo(ecCHOHATBHOTO
00pasoBaTeNpbHOro  yupexaeHus  Bomoromckoit  obnactu  «BemMKOyCTIONCKHH
MHOTOTIPOMHUIBHEIR  KOMUIEKY NPUHUMAIOTCA MEphl [0 YCTAaHOBIEHHIO IPUYWH
HapymIeHHH 1 UX yCTpaHeHHIO.

COI''TACOBAHO

CoBetoMm YupexaeHus
ITpoToxon Ne o

« Ay Ol 20749 r.

B meno Ne 0/-14
«f9» 0L 2079 r.







