NHO®OPMALIMOHHAS ITAMSTKA
JJISA OBYUARIOIIIUXCSA

C KaxablM TOJIOM MOJOJCKH B HMHTEPHETE CTAaHOBUTHCS OOJbIIE, a
LIKOJIBHUKU OJHU M3 CaMbIX AaKTUBHBIX Iojb3oBarener PyHera. Mexny Tewm,
MIOMUMO OTPOMHOI0 KOJHUYECTBA BO3MOXKHOCTEH, MHTEPHET HECET W MPOOJIEMBI.
DTa nmamsTKa 10KHA TOMOYb Tebe 0€30MacHO HAXOUTHCS B CETH.

KomnrerotepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX IPOrpamM,
OTJIUYUTENIBHON OCOOCHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nomnonHenue k 3TOMy, BUPYChl MOTYT MOBPEAUTH WJIH MOJHOCTHIO YHUUYTOXKHUTH
BCe (paiiyIbl M JaHHBIE, TOJAKOHTPOJIBHBIC MOJIB30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apa)e€HHas MporpamMma, a Takke MOBPEAUTh WU JaXe YHUUYTOXKUTh
OTIEPAIIMOHHYI0 CHUCTEMY cO BcemH (paiimamu B 1ieioM. B OonbIIMHCTBE ciydaeB
PaCIpPOCTPAHSIOTCS BUPYCHI U€pe3 UHTEPHET.

MeTo/b1 3aITUThI OT BPEJIOHOCHBIX IMTPOTPAMM:

1. HWcnonp3yih COBpeMEHHBIC ONEPAIMOHHBIE CHUCTEMBI, HMEIOIINE
CEpBhE3HBIN YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX MTPOTPAMM;

2. TlocrosHHO ycTaHaBiuBaid ma4YTH (IMUGPOBBIC 3aIJIaTKH, KOTOpPHIC
ABTOMATHYECKH YCTAaHABIMBAIOTCS C IEJIbI0 JIOPAOOTKH MPOTPAMMbI) U JIPYTHE
OOHOBJIEHUSI CBOeW omepaluoHHOW cuctembl. CkauuMBaii UX TOJBKO C
opummanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. Pabotail Ha cBOeM KOMIIbIOTEpE TOJ IpaBaMU IOJb30BaTENs, a HE
aIMUHUCTPATOpa. ITO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NIPOTpaMMHBIE MPOAYKThI H3BECTHBIX
IPOU3BOUTENIEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0as3;

5. Orpannub (HU3NYECKUHN JOCTYI K KOMIIBIOTEPY AJI IOCTOPOHHUX JIUIL;

6. Mcnonp3yit BHEIIHWE HOCUTENN MH(GOpMAINH, TaKue Kak (Quielika, JUCK
i (aitsn U3 HHTepHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpwIBail KOMMBIOTEpHBIC (HaliIbl, MOJYYCHHBIE M3 HEHAJIECKHBIX
UCTOYHUKOB. Jlaxke Te (paiiyibl, KOTOpbIE MPUCTAN TBOW 3HAKOMBIN. Jlydie yrounu
y HETO, OTHPABJISI JIM OH Te0€ UX.

Cetu WI-FI

Wi-Fi - 310 He BuI nepeaaun JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OPEeH]I,
mapka. Eme B 1991 romy HuaepnaHickas KOMITAHHS 3apeTrHCTpHUpOBajia OpeH.
"WECA", uto o6o3Hauanmo cnoBocouetanue "Wireless Fidelity", xkotopslii
nepeBOAUTCS Kak "OecrpoBOIHASI TOUHOCTD'.

Jlo Hamiero BpeMeHu joiiia apyras abOpeBuaTtypa, Kotopas BIseTCs TaKOi
xKe TexHojoruend. DT1o abOpeBuatypa "Wi-Fi". Takoe Ha3Banue ObUIO JaHO C
HaMEKOM Ha CTaHJIapT Bbiclied 3BykoBod TexHuku Hi-Fi, uto B mepeBoje
O3HA4YaeT "BBICOKAS TOYHOCTH'.

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U a’dpornoprax sBISETCs
OTJINYHOM BO3MOKHOCTBIO BbIXOJIa B MHTEpHET. Ho MHOrmMe skcmepTbl CUUTAIOT,
yTo obmenoctynabie Wi-Fi ceTn He SBISIOTCS 0€30MacHBIMM.



CoBeThl 110 0€30MacHOCTH pabOTHI B 00IIEAOCTYHBIX ceTsix Wi-fi:

1. He nepenagraii cBoro TuuHyI0 HHOpMALHIO Yepe3 ooimenoctymnabie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTebHO HE BBOJAUTH MApPOJIU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yil 1 0OHOBIIAN aHTUBUPYCHBIE MPOTrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30macuIlb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanuum Wi-Fi oTkimoun ¢ynkuuio "OOmuid 10CTynm K
daiinam u mpuntepaM". [laHHas (YHKIUS 3aKpbiTa MO YMOJYAHUIO, OIHAKO
HEKOTOpBIE MOJIb30BaTENIM aKTUBUPYIOT €€ AJid y100CTBa UCIIOJIb30BaHUS B paboTe
win yueoe;

4. He wucnons3yét nyonuunbii WI-FI nis mepenmaum JnuUYHBIX JaHHBIX,
HaIpuMep ISl BBIXOJa B COIMANIbHBIC CETU WU B DJIEKTPOHHYIO TOUTY;

5. Ucnonp3yi#l ToJIbKO 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunpHOM Tenedone otkinroun ¢GyHkiuio "lloakmouenue k Wi-Fi
aBromatuuecku". He momyckaili aBTOMaTHYECKOTO TMOJKIIOUCHHS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CoruuanbHbIE CETH

CounanbHble CETH aKTUBHO BXOJIST B HAIly )KW3Hb, MHOTHE JIFOJM PabOTaIOT
U )KUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIMAp]] YEIIOBEK,
YTO SABJISIETCS OJAHOM CEIbMOM BCEX JKUTENEU IIaHEeThl. MHOTHE MOJIb30BaTENH HE
MOHUMAIOT, YTO MH(OpMAaIUs, pa3MeIlleHHas UMHU B COLMAIBHBIX CETAX, MOXKET
ObITh HalJieHAa W WCIOJIb30BaHa KEM YTOJHO, B TOM YHCJIE€ HE 0053aTEeNbHO C
0JIaruMu HaMEpPEHUSIMU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:

1. Orpanuyp crnmcok Jpy3eid. Y TeOs B Jpy3biIX HE JODKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amumiaii CBOIO YacTHYIO JKHM3Hb. He ykaswpiBall mapomnu, TelneqoHbl,
aapeca, JaTy TBOEro POXIEHUA W JIPYryl0 JIMYHYIO HH(DOpMAIHUIO.
31M0yMBITIUIECHHUKH MOTYT UCTIOJIb30BaTh JIake MH(DOpPMAIUIO O TOM, KaK Thl M TBOH
POAUTEINHN IUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammimail CBOIO pemyTaluio - JEpKA €€ B YUCTOTE W 3ajaBail cebe
BOTIPOC: XOTEJ OBI ThI, YTOOBI IPYTHE MOTH30BATEIN BUEIH, YTO ThI 3aTPyKACIIh?
[Tomymaii, mpesk/ie 4em 4To-TO ONMyOJIMKOBaTh, HAIIMCATh U 3arPYy3UTh;

4. Ecnu Thl TOBOPHIL C JIFOAbMH, KOTOPBIX HE 3HAEIIb, HE MCIOJIB3YH CBOE
peaNbHOE MM U JPYTYIO JUYHYI0 HH(GOPMAIUU: UMS, MECTO JKUTEIHCTBA, MECTO
y4eOBbI U TIpoyee;

5. N3Gerait pazmemnienus ¢potorpaduii B UHTEpHETE, T1I€ THI M300pakKeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO ONPEICIUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpm peructpanuu B COIHAIBHON CETH HEOOXOJMMO HCIIOJIb30BAThH
CJIOKHBIE MApOJIH, COCTOSIIUE U3 OYKB U U(PP U C KOJIMUYECTBOM 3HAKOB HE MEHEE
8;

7. Jus  conuanbHOM CceTH, NOYThl M JPYTrUX CalTOB HEOOXOJIUMO
MCIIOJIB30BaTh pa3Hbie naposu. Toraa ecinu Te0s B3JIIOMAIOT, TO 3J0YMbBIIUICHHUKHT
MoJIy4yaT JOCTYI TOJBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.



DIIEKTPOHHBIE ICHBI'U

DNEeKTpOHHbIE JEHBIM - 3TO OYEHb YAOOHBIM cmoco0 miaTexei, OJHaKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JAEHBIU.

DIIEKTPOHHBIE JIEHBI'U MOSABUIIUCH COBCEM HEJABHO U UMEHHO H3-3a 3TOr0 BO
MHOTHX TOCYJIapCTBaX JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (YHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
WX pa3JesiOT Ha HECKOJbKO BUJOB - AHOHMMHBIC U HE aHOHUMHbIC. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOIUTH omnepaiuu 0e3
UJCHTU(DUKALIMY TT0JTH30BATEINs], @ B HECAHOHUMHBIX UACHTU(UKALIMS MOTb30BaTEN s
SIBJISIETCSL 00s13aTEIHLHOM.

Taxke creayeT pa3iaudaTh DJICKTPOHHBIE (UATHBIE JCHBIU (PaBHBI
TrOCYJapCTBEHHBIM BaJlOTaM) W DJEKTPOHHbIE He(pUATHBIE JIEHbI'U (HE pPaBHBI
rOCYJITapCTBEHHBIM BATIOTAM ).

OcHOBHBIE COBETHI 110 OE30TMaCHON PabOTe C JIEKTPOHHBIMU JICHBTAMMU:

1. TlpuBsixu K cuery MOOWIbHBIN TenedoH. DTO camblii yHOOHBIA U
OBICTPBIN CcMOCOO BOCCTAHOBUTH JOCTYN K cueTy. llpuBsizanubiii TenedoH
MOMOJKET, ecii 3a0yjellb CBOM TUIATEXKHBIM TMapoJib WJIM 3aiJielllb Ha CalT ¢
HE3HAKOMOTI'0 YCTPOUCTBA;

2. Hcnonws3yil ogHopazoBblie maponu. llocie mnepexona Ha YCHICHHYIO
aBTopu3aluio Tebe yxke He OylIeT yrpoXaThb OMAaCHOCTh KpaKh WM TIepexBaTta
IJIaTEKHOTO MapoJIs;

3. Beibepu crnoxubiii napoisib. [IpecTynmHukam OyAeT HE MPOCTO Yraaarhb
CJIOHBIN mapoab. HajexxHble mapoid - 3TO Mapoyiu, KOTOPbIE COIEPKAT HE MEHEE
8 3HAKOB W BKJIOYAIOT B ceO0sl CTPOYHBIE M MPOIMHUCHBIE OYKBBI, HU(PPHI U
HECKOJIbKO CUMBOJIOB, TaKHE KaK 3HaK JoJiiapa, GyHTa, BOCKIUIATEIbHBIN 3HAK U
T.11. Hampumep, $tROng!;;

4. He BBOJM CBOUM JIMYHBIE JaHHBIE HA CAalTaX, KOTOPbIM HE JIOBEPSEILb.

DJIEKTpOHHAsI TTo4Ta

DIEKTPOHHAS MOYTa - 3TO TEXHOJIOTUSA U MPEIOCTABIIAEMBIE €10 YCIYTH IO
NEPECHUIKE U MOIYUYSHHUIO DJIEKTPOHHBIX COOOIICHHH, KOTOPhIE PaCIpenestoTCs B
KOMITbIOTEpHOH ceTH. OOBIYHO DSJICKTPOHHBIM ITOYTOBBIM SIIIMK  BBITJISIIUT
CIenyronmM 00pa3oM: UMsI_TIOJIh30BaTeNsI(@WUMsI_ToMeHa. Taxxke KpoMme mepeaadn
IIPOCTOTO TEKCTA, UMEETCSI BOBMOXKHOCTh Tepe1aBaTh (paiibl.

OcHOBHBIE COBETHI 110 O€30IMaCHON PaboTe C IEKTPOHHOMN MTOYTOM:

1. Hamo BbIOpaTh mnpaBWIbHBIA MOYTOBBIM cepBHC. B HHTEpHETEe ecTh
OTPOMHBII BBIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyUIlle TOBEPSATH TEM,
KOT'0 3Haellb U KTO NIEPBBIA B PEUTHUHTE;

2. He yka3pIBaii B TMYHOHN MOYTE JIMUHYIO HHpopManuo. Hanpumep, mydie
BbIOpaTh "My3bIKabHBINA (haHaT@" wim "pok2013" BmecTo "temal3";

3. Hcnonb3yil NBYXATAlHYIO aBTOpU3ALMI0. DTO KOIJa MOMHUMO MapoJs
HYKHO BBOAUTH KOJ, TPUCHIIAeMbIii 0 SMS;

4. BpiOepu CIIOKHBIN Maposib. JIJIst KaKI0T0 MOYTOBOTO SIIUKA JTOTKEH ObITh
CBOW HAJEKHBIM, YCTOMYNBBIN K B3JIOMY I1apOJIib;

5. Ecim ecth BO3MOXXHOCTh HAamnMcaTb CaMOMY CBOW JIMYHBIM BOMPOC,
WCMOJIb3YH 3TY BO3MOKHOCTB;



6. Hcnonp3yll HECKONBKO ITOYTOBBIX SIIMKOB. IlepBbI 11 4acTHOU
IIEPEINCKU C aIpecaTamMu, KOTOPBIM Thl JTOBEPSACIIb. DTO JJIEKTPOHHBIM aJpec He
HaJI0 UCIIOIb30BaTh IPU PETUCTPALIMM Ha (pOopyMax u cailTax;

7. He oTkpbiBail (pailyibl U Ipyrue BIOKEHHS B MUCbMAaXx, J1aXKe €CIH OHU
OPUILIA OT TBOUX Jpy3e. Jlydlie yTouHH y HUX, OTIHPABISIN JIU OHU TeOe ITH
(aiiibr;

8. Ilocne oxoHuyaHUs pabOTHl Ha IMOYTOBOM CEPBHUCE IMEpel 3aKpPhITHEM
BKJIAJIKU C CAUTOM He 3a0y/]lb Ha)KaTh Ha "BeiiTu".

KubepOymuHr unu BUPTyaIbHOE U3/1€BATEIBLCTBO

KubepOymmmuar -  mpeciieioBaHUE  COOOIICHUSIMU,  COAEPKAIIUMU
OCKOpOJIeHMUS, arpeccuio, 3aIyTUBaHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiics B 00oi. JIyumuii crmoco6: mocoBeToBaThCsl Kak ceOsi BECTH H,
€CJIM HET TOro, K KOMY MOXKHO OOpaTUThCs, TO BHaYajie YCINOKOUThCA. Eciu Thi
HAYHEeIllb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpOJICHMs, TO TOJBKO emie OoJblie
pazoAOKeIb KOH(IIUKT;

2. Ynpasnsii cBoel kubeppernyTanuei;

3. AHOHUMHOCTb B ceTu MHHMas. CyIIeCcTBYIOT CIOCOOBI BBISICHUTBH, KTO
CTOWT 332 aHOHUMHBIM aKKayHTOM;

4. He cTOMT BEeCTHM XYyJWUTaHCKUU 00pa3 BUPTyalnbHOUM >Xu3HH. MHTEpHET
¢ukcupyeT Bce TBOM JACHCTBUS U COXpaHAET UX. YIanuTh uX OyJeT KpailHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. WrHopupyii eaumHu4HBIM HeraTtuB. OJHOPA30BbIE OCKOPOUTEIHHBIC
cooOmieHust Jydiie urHopupoBaTh. OOBIMHO arpeccus MpeKpamiaerca Ha
HayaJabHOM CTAJMU;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIESHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOKHOCTH OJOKHPOBKH OTIPABKU COOOIIEHHUHA C
ONPEAEIIECHHBIX aJIPECOB;

8. Eciu Th1 cBUAeTeNnh KuOepOysummHra. TBOM EWCTBUS: BHICTYIHUTH IPOTUB
npecienoBaTelisi, MokKa3aTb €My, 4YTO €ro ACHCTBUSI OLIEHUBAIOTCS HETaTUBHO,
NOJAJIepKaTh KEPTBY, KOTOPOM HYyKHA TMCUXOJOTHMYECKas MOMOIb, COOOIIUTH
B3POCJIBIM O (paKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoOuabHBIN TenehoH

CoBpeMeHHbIE CMapT(OHBI U MJIAHIIETHI COAEPkKAT B C€OE BIIOJIHE B3POCIIBIN
GyHKIIMOHANI, W Temeph OHU MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMHU
KoMIibloTepaMu. OJHaKO, CPEACTB 3aLIUTHI JI1 MOAOOHBIX YCTPOUCTB MOKA OYEHb
Mmano. TecTupoBaHHE U TOWCK YSI3BUMOCTEW B HHUX IMPOUCXOJIUT HE TakK
UHTEeHCUBHO, Kak Jy1s [1K, To e camoe kacaeTcst 1 MOOUJIbHBIX MPUITOKEHHUI.

CoBpeMeHHbIE MOOUJIBHBIE Opay3epbl yXK€ NPAKTUYECKH JIOTHAJIH
HACTOJbHBIE aHAJIOTH, OJHAKO pacliupeHre (¢GyHKIMOHANIAa BJIEYEeT 3a Cco0oM
OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOJUTENIM BBIMYCKAIOT OOHOBIICHUS, 3aKPbIBAIOIINE
KPUTUYECKHUE YS3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.



OcHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIILHOTO TeledoHa:

Huuero He siBnsiercs mo-HacTosimieMy OecruiaTHbIM. ByJp ocTOpo’keH, Belb
Korja tebe mpejiaratoT OeCIUIaTHbIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO IUIATHBIE YCIYTH;

Hymaii, npexxae yeM otnpaButb SMS, ¢hoTo mian Buaeo. Thl TOYHO 3HaAEIb,
r7e OH’ OyJyT B KOHEYHOM UTOTE?

Heo6x011uMo 00HOBISATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Ncnonw3yii aHTUBUPYCHBIE TPOTpaMMBI JJIs MOOUIIBHBIX Tee()OHOB;

He 3arpyxaii npunoxeHusi OT HEU3BECTHOIO MCTOYHUKA, BEb OHU MOTYT
coJiepKaTh BPEeJIOHOCHOE MTPOrpaMMHOE 00eCIIeYeHHE;

[Tocnie Toro kak Thl BBIAJEHIL C caiiTa, 7€ BBOJWI JUYHYIO UH(OpMAIHIO,
3aiiin B HACTPOiku Opaysepa u yaaiu cookies;

[Tepuonnuecku npoBepsii, KAKUE IJIATHBIE YCIYTd aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMEp MOOMJIBHOTO TenehoHa TONBKO JIFOJSAM, KOTOPBIX ThI
3HaCIIb U KOMY JOBEpACIIb;

Bluetooth momxken ObITH BBIKIIOYEH, KOT/Aa Thl UM HE Moyb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE  OHJAWH-UTPBI - OTO  KPACOYHBIE, 3aXBaThIBAIOIIUE
pa3BiieyeHUs, OOBEAUHSIIONINE COTHU THICSY YENIOBEK M0 BceMy Mupy. Urpoku
UCCIIENYIOT JAaHHBI UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/aHMUs,
CpakaloTCd C MOHCTpaMU M TOJIyYarOT ONBIT. 3a YIOBOJIBCTBUE OHM ILIATHT:
MOKYTMAIOT AUCK, OTUIAYMBAIOT a00OHEMEHT HJIM MPUOOPETAIOT KAKUE-TO OIIIUH.

Bce 3tH cpenctBa uaAyT Ha MOAAEpKAHUE U PA3BUTUE UTPbL, a TAKKE HA cCaMy
0€30MacHOCTb: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (1u@POBBIC 3aTUIATKY JJIS IPOTPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT oOmacaTtbCcsi HE CTOJIBKO CBOMX CONEPHHUKOB,
CKOJIBKO Kpa)X TBOEr0 NapoJii, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30IIACHOCTH TBOET'O UTPOBOTO AKKAYHTA!

1. Ecnu npyroii urpok Bezner ceOs II0X0 WM CO3JaeT Tebe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. lloxanylics agMUHHUCTpAaTOpaM WIPhl Ha IUIOXO€ TMOBEJAEHUE H3TOrO
UTPOKa, JKeJIaTeNIbHO MPUJIOKUTH KaKue-TO J0Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TuuHyI0 HHPOpPMAIIUIO B TPOQaiie urpbl;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeoduImaabHbIe TATYU U MOJIBI;

6. Mcnionb3yii CIOXKHBIE U pa3HbIE NapOJIH;

7. Jaxe BO BpeMsl WUIPbl HE CTOUT OTKIIOYaTh aHTHUBHUpPYC. [loka TbI
WTpacllb, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

QUIIUHT WIKM KpaXa JUYHBIX JaHHBIX

OObIYHOM Kpakel JeHer U JOKYMEHTOB CETOJHS YK€ HUKOrO HE YJWBHIIIb,
HO C pPa3BUTHEM HHTEPHET-TEXHOJIOTUW 3JOYMBIIUICHHUKN MEPEMECTHIINCH B
WHTEPHET, U MPOJ0IKAIOT 3aHUMATHCS "MIOOUMBIM" 1€JIOM.



Tak mosiBWIIach HOBasi yrpo3a: MHTEPHET-MOLUEHHUYECTBA WU (PUILIMHT,
IJIaBHAsE 1eJdb KOTOPOrO COCTOUT B MOJYYEHUU KOH(PUACHIMAIbHBIX JaHHBIX
M0JIb30BaTeNIel - JIOTMHOB W naposied. Ha anrnumiickom si3bike phishing uuraercs
kak ¢pummHr (ot fishing - peiOHas noBs, password - Tapob).

OcHOBHBIE COBETHI IO 0OpbOE C (PUITUHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Ecim Thl mozmo3peBaenib, YTO TBOS aHKETA
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ U COOOIIUTH
aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Vcnonw3yii Oe3omacHble BeO-CaliThl, B TOM YHUCIIE€, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yil ciiokHble W pa3Hble napoyid. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH TIOJy4aT JOCTYN TOJBKO K OZHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nomanu, TO HEOOXOAMMO TMpeAyNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE TOOABIECHBI y T€0s B JIPY3bsX, O TOM, 4YTO TeOs B3JIOMAJIU H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChlIaThCsl CIIaM U CChUIKM Ha (DUILIMHTOBBIE
CaWThI;

5. Ycranosu HaaexHblil napons (PIN) Ha MoOuibHbIH Tenedon;

6. OTKITIIOYM coXpaHEHue mapoJs B Opaysepe;

7. He oTkpbiBail ¢aiiabl U Apyrue BIOKEHUS B MHUChMax, JdaXKe €CIM OHU
NPUIILIM OT TBOMX JApy3el. Jlydie yTouHu y HHMX, OTHPABISUIM JIM OHU TeOe 3TH
(abl.

Hudposas penyranus

Hudposas penytauusi - 3TO HEraTUBHAs WM MO3WTHBHas WHGOpMAIUs B
cetu o Tebe. Kommpomerupyromas uHpoOpMaius, pa3MelleHHas B HHTEPHETE,
MOKET Cepbe3HBIM 00pa3oM OTPa3UThCS Ha TBOEH peanbHOM xu3HH. "l{udposas
pernyTarusa" - 3T0 TBOM UMUK, KOTOPBIM (opMupyercs u3 uHbopmaiuu o Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Y4eObl, TBOE (UHAHCOBOE IIOJIOKCHHE,
0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorue MOAPOCTKH JETKOMBICICHHO OTHOCATCS K MYyONHMKAlud JTHYHON
uHdopManuu B MHTEpHETE, HE TTOHMMAas BO3MOXHBIX MOCIEACTBUN. Thl maxke HE
CMOJKEIIb J0TafaThCcsl O TOM, 4TO doTorpadus, pa3MelieHHas 5 JIeT Ha3all, cTaia
NIPUYMHON OTKa3a MPUHATH TeOst Ha padoTy.

KommenTtapuu, pasmenienrne TBoux (Gororpadwuii u apyrue AeHCTBUS MOTYT
HE HMCYE3HYTh Ja)K€ IOCJ€ TOro, Kak Thl MX yAanullb. Tbhl HE 3HAENIb, KTO
COXpaHWJ 3Ty HUH(OpMalMIO, ToNaja JIM OHAa B IOUCKOBBIE CHUCTEMBI H
COXpaHWIACh JM OHA, a TJABHOE: YTO MOAYyMAarT O TeOe OKPYXAIoLIUE JIOJU,
KOTOpBIE HAWAYT U yBUIAT 5T0. HaiiTi mHbOpMAIio MHOTO JIET CITyCTSI CMOXKET
0001 - KaK U3 TOOPBIX MOOYKIEHUH, TaK U C HAMEPEHUEM NMPUINHUTH Bpe. ITO
MOYET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI M0 3aIIUTE HUPPOBOI penyTaLNu:

1. Tlopymaii, npex e 4em 4To-TO MyOJIMKOBaTh U NepeaBath y ce0s B 0yiore
WJIN B COIMAJIbHOM CETH;



2. B nactpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] HAa MPOCMOTP TBOETO
npoQuIst U €ro COJIEPHKUMOTrOo, clieJail ero ToIbKO "miis apy3ei";

3. He pa3memiaii u He yka3blBail HHPOpPMALIHUIO, KOTOpask MOXKET KOro-iaudo
OCKOPOJIATh UJIK OOUKATh.

ABTOpPCKOE MpaBo

CoBpeMeHHBbIE IIKOJIBHUKA - aKTHUBHBIE IOJb30BaTENM LHUPPOBOTO
npoctpaHcTBa. OJHAKO JajeKo HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHMH
BO3MOXKHOCTAMM  IuppoBoro  mupa TpeOyeT  coOJoJeHuss IMpaB  Ha
UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH "uHTENIEKTyalbHasi COOCTBEHHOCTH"' OTHOCHUTCA K Pa3JIMYHbIM
TBOPEHMSIM YEJIOBEYECKOTO yMa, HauyMHasg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIUX COOCTBEHHOCTh HA MPOIYKTHI M YCIYyTH, U 3aKaHYMBask KHUTAMH,
dororpadusimu, KHHOGHUIEMaAMHU ¥ MY3bIKaJTbHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYI0O COOCTBEHHOCTh Ha
IPOU3BEICHUS HAYKH, JINTEPATyphl U UCKYyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TAapaHTUU TOTO, YTO HHTEJUICKTYaJbHBIN/TBOPUECKUN TPyl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeIJIMBbIe BO3MOXKHOCTH 3apaboTaTth Ha
pe3ysbTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3zHanue. Hukro 0e3
paspemnieHus aBTopa HE  MOXET BOCIHPOU3BOJAUTH €ro  IMPOU3BEICHUE,
pacnpocTpaHsaTh, MNYOIMYHO JEMOHCTPUPOBATh, NPOAABaTh, HMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJWYHO MCIOJHATH, MOKA3bIBATH/UCIIONHATE B ddupe uiu
pa3memniats B UnTepHeTe.

Hcnonp3oBanne "muparckoro" MPOTpaMMHOTO  OOECIEUCHHS  MOXKET
OPUBECTH K MHOTHM pHCKaM: OT TOTEpPH JAaHHBIX K TBOMM aKKayHTaM 0
OJIOKUPOBKM TBOETO YCTPOWCTBA, IJie YCTAHOBJIEHA HeJerailbHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIC U OECIIaTHBIE MPOTPAMMBI,
KOTOpPbIE MOYKHO HAWTH B CETH.

O noprane

CereBuuok.pd - TBOU TNIaBHBIA COBETUUK B CETH. 37€Ch Thl MOXKEIIIb y3HATh
0 0€30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUH
KPUTUYECKOM CUTyalluu OOpaTUTHCS 32 COBETOM. A TakKe NMPUHATH ydacTue B
KOHKYpCax U CTaTh CaMbIM [IU(PPOBBIM IPa’KIaHUHOM !



